
 
 

A White Paper  
on Locational Information  

and the Public Interest 
 

September 2022 

 

AAG Organizing Committee on Locational Information and the Public Interest 

 

 

A collaborative effort between The American Association of Geographers (AAG), 

The Center for Spatial Studies at the University of California, Santa Barbara, and Esri 

                  

 

 



   
 

     
2 A White Paper on Locational Information and the Public Interest 

Suggested reference (full) 

Goodchild, M.F., Appelbaum R., Crampton, J., Herbert, W.A., Janowicz, K., Kwan, M.-P., Michael, K., Alvarez 

León, L. F., Bennett, M., Cole, D.G., Currier, K., Fast, V., Hirsch, J., Kattenbeck, M., Kedron, P., Kerski, J., Liu, Z., 

Nelson, T., Shulruff, T., Sieber, R.E., Wertman, J., Wilmott, C., Zhao, B., Zhu, R., Nilupaer, J., Dony, C.C., 

Langham, G. (2022). A White Paper on Locational Information and the Public Interest. American Association 

of Geographers. https://doi.org/10.14433/2017.0113  

Suggested reference (abbreviated) 

Goodchild, M.F., Appelbaum R., Crampton, J., Herbert, W.A., Janowicz, K., Kwan, M.-P., Michael, K., . . . , 

Langham, G. (2022). A White Paper on Locational Information and the Public Interest. American Association 

of Geographers. https://doi.org/10.14433/2017.0113  

https://doi.org/10.14433/2017.0113
https://doi.org/10.14433/2017.0113


   
 

     
3 A White Paper on Locational Information and the Public Interest 

Contents 
Organizing Committee on Locational Information and the Public Interest ....................................................................................... 4 
Summit Participants ............................................................................................................................................................................ 5 
Preface ................................................................................................................................................................................................ 6 
Acknowledgments............................................................................................................................................................................... 9 
GOAL 1: Research Agenda on Locational Information and the Public Interest ................................................................................ 10 

Introduction ................................................................................................................................................................................. 10 
Privacy and Anonymization .......................................................................................................................................................... 11 
Data Technology and Its Social-Psychological Dimensions.......................................................................................................... 11 
Utility ............................................................................................................................................................................................ 12 
Technical Approaches to Privacy Protection ............................................................................................................................... 12 
Infrastructure: Virtual Data Enclaves ........................................................................................................................................... 12 
Infrastructure: Processes of Data Privacy .................................................................................................................................... 13 
Co-Design, Public Participation, and Inclusivity ........................................................................................................................... 13 
Ethical Implications of the User Experience ................................................................................................................................ 14 
Conclusion .................................................................................................................................................................................... 14 

GOAL 2: Educator’s Guide to Integrating Location Ethics into the Curriculum ................................................................................ 15 
Introduction ................................................................................................................................................................................. 15 
Introducing, Understanding, Situating, and Motivating the Location Ethics Curriculum............................................................ 15 
Conundrums, Dilemmas, and Transgression ............................................................................................................................... 18 
11 Core Tenets for Educators....................................................................................................................................................... 19 
Responsibility ............................................................................................................................................................................... 20 
Conclusion .................................................................................................................................................................................... 21 

GOAL 3: From Ethical Locational Principles to Enforceable Geospatial Regulations ....................................................................... 22 
Introduction ................................................................................................................................................................................. 22 
Accountability .............................................................................................................................................................................. 23 
Public Participation ...................................................................................................................................................................... 25 
Resources ..................................................................................................................................................................................... 25 
Informed Consent ........................................................................................................................................................................ 25 
Legitimacy .................................................................................................................................................................................... 25 
Necessity ...................................................................................................................................................................................... 26 
Proportionality ............................................................................................................................................................................. 26 
Universality .................................................................................................................................................................................. 26 
Prohibitions .................................................................................................................................................................................. 28 
Objections .................................................................................................................................................................................... 28 
Security......................................................................................................................................................................................... 28 
Erasure ......................................................................................................................................................................................... 28 
Negotiability ................................................................................................................................................................................. 29 
Reassessment ............................................................................................................................................................................... 29 
Enforceability ............................................................................................................................................................................... 29 
Non-Retaliation ............................................................................................................................................................................ 30 
Conclusion .................................................................................................................................................................................... 30 

GOAL 4: Towards Ethical Principles and Best Practices for Inclusion throughout the Lifecycle of Technologies Related to Location 
and Privacy ........................................................................................................................................................................................ 32 

Introduction ................................................................................................................................................................................. 32 
History .......................................................................................................................................................................................... 33 
Examples ...................................................................................................................................................................................... 35 
Recommendations ....................................................................................................................................................................... 37 
Conclusion .................................................................................................................................................................................... 42 

Afterword .......................................................................................................................................................................................... 43 
References ........................................................................................................................................................................................ 44 
Appendix A: Summit Agenda ............................................................................................................................................................ 47 
 
 



   
 

     
4 A White Paper on Locational Information and the Public Interest 

Organizing Committee on Locational Information and the Public 

Interest  

 

Organizing Committee on Locational Information and the Public Interest 

Michael Goodchild (University of California, Santa Barbara) 

Gary Langham (Executive Director, American Association of Geographers) 

Richard Appelbaum (University of California, Santa Barbara) 

Jeremy Crampton (University of Newcastle-upon-Tyne, U.K.)  

William Herbert (Hunter College, City University of New York) 

Krzysztof Janowicz (University of California, Santa Barbara, University of Vienna, Austria) 

Mei-Po Kwan (Chinese University of Hong Kong) 

Katina Michael (Arizona State University) 

 

Support Staff 

Karen Doehner (University of California, Santa Barbara) 

Coline Dony (Senior Geography Researcher, American Association of Geographers) 

Julaiti Nilupaer (Research Assistant, American Association of Geographers) 



   
 

     
5 A White Paper on Locational Information and the Public Interest 

Summit Participants 
We thank the following individuals (who are also listed as co-authors) for their diverse expertise, 
perspectives, and contribution to the efforts: 

Luis F. Alvarez León (Department of Geography, Dartmouth College), spatial thinking, critical GIS, economic, 
and digital geographies 

Mia Bennett (Department of Geography, University of Washington), critical remote sensing, Polar 
geographies, geopolitics 

Daniel G. Cole (IT Office, National Museum of Natural History Smithsonian Institution), GIS, cartography 

Kitty Currier (Center for Spatial Studies, Department of Geography, University of California, Santa Barbara), 
participatory mapping, environmental planning 

Victoria Fast (Department of Geography, University of Calgary), GIScience, human geography, urban studies, 
accessibility mapping 

Jeffrey Hirsch (University of North Carolina, School of Law), labor and employment law 

Markus Kattenbeck (Research Division Geoinformation, TU Wien), spatial human–computer interaction, 
GIScience, behavioral geography 

Peter Kedron (School of Geographical Science and Urban Planning, Spatial Analysis Research Center, Arizona 
State University), replicability of geographic research, practices of geographic researchers, spatial analysis  

Joseph Kerski (Environmental Systems Research Institute, University of Denver), geotechnologies, spatial 
thinking, geography education 

Zilong Liu (STKO Lab, Department of Geography, Center for Spatial Studies, University of California, Santa 
Barbara), knowledge graphs, GeoAI, geospatial semantics 

Trisalyn Nelson (Department of Geography, University of California, Santa Barbara), big data analytics, 
healthy geography, transportation 

Toby Shulruff (Public Interest Technology, School for the Future of Innovation in Society, College of Global 
Futures, Arizona State University), technology and gender-based violence 

Renée E. Sieber (Department of Geography, Bieler School of Environment, School of Computer Science, 
McGill University), geospatial technologies, public participation, GeoAI 

John A. Wertman (Environmental Systems Research Institute), public policy, government relations, 
geographic data 

Clancy Wilmott (Department of Geography, Berkeley Center for New Media, University of California, 
Berkeley), spatial representation, digital geographies, settler-colonial spaces 

May Yuan (Geospatial Information Sciences, The University of Texas at Dallas), geographic representations, 
computational methods 

Bo Zhao (Department of Geography, University of Washington, Seattle), humanistic GIS, geospatial 
misinformation, and digital geographies 

Rui Zhu (Center for Spatial Studies, University of California, Santa Barbara. School of Geographical Sciences, 
University of Bristol, U.K.), spatial statistics, geospatial semantics, knowledge graphs, GeoAI 

Note: Each participant was also prompted to serve an additional role to support the development of the 
outcomes of the Summit, such as a panelist, a moderator, or a note taker. 



   
 

     
6 A White Paper on Locational Information and the Public Interest 

Preface 
Recent developments in geospatial technologies have prompted growing concern within the research 

community about the ethical implications of their use. We have reached the point where a largely 

unregulated mix of government, nonprofit, and corporate agencies have access to vast quantities of 

locational information that are acquired every day about a significant proportion of the world’s population. 

Although many of the uses of this information are beneficial and benign, too often they are or can become 

intrusive or serve oppressive purposes. Additionally, the demand for accredited geospatial professionals is 

outpacing the supply. Meanwhile, the geospatial industry is innovating quickly and will continue to generate 

enormous volumes of geospatial data at even higher speeds and of greater variety than at present. The issues 

that arise from these realities, taken together, need wider recognition by many stakeholders, including 

individuals, industry leaders, labor leaders and organizers, and the scientific community. 

Between June 27–29, 2022, the Organizing Committee hosted an in-person Summit (sponsored by Esri), 

bringing together a breadth of disciplines, including social scientists, computer scientists, humanists, and 

legal scholars and professionals, to further discuss locational information and the public interest. The 

participants were brought together by a common concern for the uneven ethical, legal, and social 

implications of location information. They represent a range of junior to senior positions with different 

specializations, abilities, and situations, all driven by the goal of more ethical use of locational information. 

The eighteen experts at the Summit worked to collaborate on a high-level report that would build a 

framework for continued and collaborative work in the coming years, and would target different audiences 

including academic scholars, educators, public policy makers, certifying bodies, geographic information 

systems (GIS) professionals, geospatial data scientists, and students across the increased range of disciplines 

that use locational information. This report addresses four goals, each of which is discussed in an 

appropriately structured section:  

• GOAL 1: A research agenda on locational information and the public interest, outlining research 

questions that extend across disciplines. 

o Discussion under this goal was led by panel co-chairs Mei-Po Kwan and Katina Michael, with 

comments from three panelists (Mia Bennett, Luis F. Alvarez Leon, and Bo Zhao), and with 

contributions from participants Michael Goodchild, Trisalyn Nelson (moderator), Markus 

Kattenbeck (note taker), Toby Shulruff, and many others.  

• GOAL 2: An outline for educational materials and training goals on the ethics of locational 

information. These were deemed newly essential for scholars, students, and practitioners to acquire 

in order to grasp the social implications of innovation, particularly for those entering or already in 

the location-based services industry. The materials and goals target anyone who makes use of (or 

likely will use) locational data, an audience that crosses disciplines (geographers, computer scientists, 

data scientists, legal, labor-management communities, and more).  

o Discussion under this goal was led by panel co-chairs Jeremy Crampton and Krzysztof 

Janowicz, with comments from four panelists (Victoria Fast, Joseph Kerski, May Yuan, and 

Clancy Wilmott), with contributions from participants Peter Kedron (moderator), Zilong Liu 

(note taker), and many others. 

• GOAL 3: A pathway that would lead to better public understanding of federal and state regulations 

around locational information in and outside the U.S. The pathway strategically prioritizes specific 

publics and recommends how to engage them in order to build broader awareness and agency about 

federal and state regulation.  
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o Discussion under this goal was led by panel co-chairs Richard Appelbaum and William 

Herbert, with comments from two panelists (Renée E. Sieber and Jeffrey Hirsch) and 

contributions from participants Daniel Cole (moderator), Kitty Currier (note taker), John A. 

Wertman, Luis F. Alvarez León, Gary Langham, and many others.  

• GOAL 4: A pathway to increased dialogue with non-traditional and indirect stakeholders in GIS, and 

increased collaboration between academic, public, and private sectors on the use of locational 

information. The pathway identifies the types of stakeholders to engage and new forms of 

collaboration. 

o Discussion under this goal was led by panel co-chairs Gary Langham and Michael Goodchild, 

with comments from three panelists (Trisalyn Nelson, Toby Shulruff, and John A. Wertman), 

and comments from participants Rui Zhu (note taker), Clancy Wilmott, Bo Zhao, and many 

others. 

Defining locational data 

Locational data form the central theme of this project and are defined very broadly as any data about 

positions on or near the Earth’s surface, in what can be described as the geographical domain. Put very 

simply, locational data are data about “where?” Locations might be measured using one of the many 

available coordinate systems, including latitude and longitude, to an accuracy that depends on the measuring 

instrument being used. They may also be specified indirectly, by using an established database to connect a 

named point of interest to a previous measurement of its position. Such databases are commonly termed 

point-of-interest (POI) databases and are readily available on the Internet. Data about entire areas, such as 

the State of California or Lake Tahoe, may also constitute locational data, since the boundaries of many areas 

are also available on the Internet as sequences of boundary coordinates, and the same notion also applies to 

linear features such as streets, roads, highways, and rivers. Finally, location may also be known in the form of 

an offset from a monument whose location is already known in the geographical domain. For example, the 

location of a bear sighting or a forest fire may have been noted as “10km SW of Tolmie Fire Lookout.” 

The geographical domain roughly extends from 10km above the surface to 10km below. Locational data may 

include a measurement of elevation above or below sea level, in which case it will be described as three-

dimensional (3D) locational data.  

Many kinds of instruments can be used to acquire locational data. The surveying instruments of the 

traditional surveyor or navigator, such as the sextant and theodolite, have now largely been replaced by 

electronic systems that make use of global navigation satellite systems (GNSS), which include the U.S.-based 

Global Positioning System (GPS), the European Union’s Galileo, China’s Beidou, and Russia’s GLONASS. GNSS 

receivers have been miniaturized so that they can be installed in smartphones and wristwatches. Location 

can also be measured by triangulation from known positions, an approach that has been widely used for 

locating cellphones and WiFi receivers. Bluetooth, radio frequency identification (RFID), and biometrics are 

also used to establish location through proximity to a beacon whose location is known. 

The geospatial ecosystem 

It is helpful in these discussions to have a term that encompasses every activity that is founded on locational 

information, including the supply chains that acquire, compile, and distribute it; the professionals who 

manage it; the students who study it; the funding that supports it; the profits that flow from it; and the 

power imbalances that it expands. We use geospatial ecosystem in this report as that all-encompassing term. 
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Ethics of using locational data 

A host of ethical issues may arise in the use of locational data, whether for research, administration, or any 

other purpose. Some of the ethical issues are specific to this type of data and will not arise over the use of 

data that are not locational. Others are common to data sampling, in general, regardless of whether location 

is collected or not. For example, all data about humans raise issues of representativeness: Do these data 

provide a true picture of humanity or of a defined subset of humanity, or are they subject to some form of 

bias? This issue will arise whenever data are being used to address social questions, and these considerations 

are not specific to the locational focus of the Summit. For this project and for the Summit and this white 

paper, the focus is on those issues that arise only when the data are locational. For the purposes of this 

project, we term those issues GeoEthics. Throughout our document we often focus on one such ethical issue, 

that of geoprivacy, although there are numerous others. 
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GOAL 1: Research Agenda on Locational Information and the Public 

Interest 
The first goal of the Summit was to identify a research agenda on locational information and the public 

interest, outlining research questions that cut across disciplines, examining the ethical issues that could be 

addressed to improve the current challenges in spatial analytics, and identifying knowledge gaps that were 

not yet researched. Many issues could be raised, for example bias and harm to racialized communities. Since 

not all could be covered, seven groups of agenda items were identified, including (1) Privacy and 

Anonymization, (2) Data Technology and Its Social-Psychological Dimension, (3) Utility, (4) Technical 

Approaches to Privacy Protection, (5) Data Infrastructure: Virtual Data Enclaves and Processes, (6) Co-Design 

and Inclusivity, and (7) Ethical Implications of the User Experience. 

For this goal of the Summit, we also acknowledge the contribution from the individuals below, who 

supported the early development of Goal 1 prior to the Summit: Roba Abbas (University of Wollongong); Ada 

Chung Lai-ling (Privacy Commissioner for Personal Data, Hong Kong); Yu Liu (Peking University); and Douglas 

Richardson (Center for Geographic Analysis, Harvard University). 

Introduction 
Several overarching issues should first be identified, as they impact the development of a research agenda. 

First, to what extent should a research agenda address the interests of the private sector, in so far as these 

differ from the public interest? Private-sector investments in locational information are growing rapidly, and 

the sector is very active in advancing the frontiers of knowledge and technique. But the results of much of 

this research are often closely held. On the other hand, research in the academic community tends to be 

more open, and results are more widely shared. 

Second, the terms “data” and “information” are often used interchangeably, but from an ethical perspective 

it would be advisable to distinguish between them. Information can be defined as data that are fit for 

purpose, implying that purpose, and use cases, will always be important in any discussion of information. 

Purpose is a pervasive theme in much of what follows. 

Third, it is important to recognize the differences that exist between varied perspectives and distinct 

communities over what constitutes knowledge. Knowledge of land use and ownership varies substantially 

between cultures. For example, the assumptions made in the design of today’s geospatial technologies may 

be quite unsuitable for application in some Indigenous communities. In essence, a research agenda will need 

to recognize the importance of plural epistemologies. 

Fourth, it is possible to conceive of two entirely different approaches to research on ethics in this context. On 

the one hand the approach might be normative: to identify an ideal set of rules that would govern the use of 

locational information and to research the ways and means by which that ideal set might be adopted. On the 

other hand, the approach might be empirical: to observe and catalog actual behaviors, and to describe the 

differences between them and an ideal set. 

Fifth, it is important to recognize two approaches to locational information. One approach sees location as a 

problem of measurement, using devices such as GNSS receivers, and has at its core a system of coordinates 

such as latitude and longitude. But people in their everyday lives pay little attention to measured location, 

instead using a system of named places and retaining associations with these names in their minds. This 

second, more human-oriented approach to location raises questions about uncertainty that humans resolve 

through negotiation (“Which Springfield are you talking about?”), and computer applications may try to 
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resolve through autocorrection and suggestion (by suggesting the largest Springfield, or the nearest, or some 

compromise between size and proximity).  

The following sections include a number of research questions. No claim is made that the list is complete, but 

each of the questions has been selected as being researchable and likely to yield useful results in a 

reasonable timeframe. 

Privacy and Anonymization 
Several systems to preserve privacy are already in use. In the U.S. health sector, the Health Insurance 

Portability and Accountability Act of 1996 (HIPAA) forbids the sharing of 18 attributes that could identify an 

individual, including name, date of birth, and address. Data on individuals that are collected by the U.S. 

Bureau of the Census must be aggregated to reporting zones such as counties or census tracts to protect 

confidentiality or stripped of locational information. Today, vast amounts of data are being collected through 

apps and social media and stripped of identifying information before being aggregated and sold. But a “ping,” 

consisting of no more than a location and a device ID, can nevertheless be readily de-anonymized or re-

identified by the simple expedient of linking together all the pings from a single device. Several techniques 

have been developed to protect privacy, including aggregation and random distortion of locations 

(geomasking). Yet gaps remain in knowledge about personal privacy protection, suggesting several possible 

research questions: 

• When the government collects or uses individual-level locational data to serve specific societal or 

policy needs (e.g., COVID-19 control measures), what methods provide the best privacy protection 

while providing useful and comparable results?  

• When individual-level locational data are collected or acquired by the private sector, and sold or 

transferred to others, what arrangements are needed to ensure that privacy is protected? 

• Under what circumstances can government or relevant public agencies be allowed to access these 

data while protecting people’s individual locational privacy and rights? 

• What is our responsibility regarding the use of location as an identifier when protected categories 

such as race or religion can be inferred from it? 

Data Technology and Its Social-Psychological Dimensions 
While the measurement of location is now straightforward thanks to GNSS, many other aspects of the 

acquisition of locational information are more problematic, especially those involving the acquiescence of 

humans. Willingness to provide locational information is likely to be influenced by attitudes and behaviors 

that are the domain of social psychology (Kim & Kwan, 2021). Moreover, the experience of COVID-19 

vaccination has shown how important those attitudes can be. The following research questions are suggested 

to fill gaps in current knowledge: 

• How would different methods of data collection and usage affect people’s acceptance or willingness 

to provide the needed locational data? 

• What factors affect the extent to which people are willing to cooperate with the government in 

these endeavors? How would these factors (e.g., risk perceptions, trust in the government, cultural 

factors) undermine the effectiveness of government measures or policies? 

• What can we learn from other fields about distrust of government, and how might this be useful in 

understanding concerns over the collection, analysis, and sharing of geospatial data? 

• How can the government or relevant public authorities balance the need for collecting these data, in 

the interests of public safety and national security, with individual geoprivacy protection?  
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• What risks do people perceive when their locational data are given away or shared? 

Utility 
Vast quantities of locational information are becoming available, but data only acquire value when they are 

shown to be fit for purpose. Thus, in developing a research agenda on locational information it is important 

to be aware of the uses to which they are being put and uses that are likely to develop in the future. The 

following research questions are suggested: 

• How much research is being done on locational data, and for what purposes? 

• Are the general principles of science being violated in using these data? For example, are the 

processes of data acquisition fully transparent, are uncertainties fully understood, and are they being 

propagated throughout the analysis of the data? When inferential methods are used, are the 

assumptions of those methods valid? 

• How can we build strong relationships with private companies to make their locational data 

accessible for research? 

• What standard data products should be created and made widely accessible to satisfy research 

needs?  

• Can the complex innovation ecosystem in location services be described and modeled, along with 

the value chains of location-based services? How can the accountability of stakeholders in these 

value chains be ensured? 

• What biases, exclusions, and systems of power exist within the geospatial ecosystem? 

Technical Approaches to Privacy Protection 
Two methods are commonly used to ensure privacy and confidentiality in the use of locational information. 

Aggregation to reporting zones is the approach preferred by the U.S. Bureau of the Census and other 

statistical agencies, which prohibit the distribution of statistics when the number of individuals reported in a 

zone is below an acceptable limit. Geomasking replaces measured locations with randomized ones within a 

defined distance or neighborhood. Each method has its advantages and disadvantages in specific use cases; 

for example, geomasking will prohibit any analysis that involves distances between locations. The following 

research questions are suggested: 

• What are the most commonly used geomasking methods applied to individual-level locational data 

for the protection of privacy, and in what use cases? 

• How effective are different geomasking methods in protecting privacy? 

• How effective are novel methods using artificial intelligence (AI) in protecting privacy or 

deanonymizing locational data? 

• What are the trade-off patterns between privacy protection and analytical accuracy, and in what use 

cases?  

Infrastructure: Virtual Data Enclaves 
A virtual data enclave can be defined as a system that provides authorized users with online access to 

confidential data for the purposes of scientific research, prevents any downloading or sharing of the data 

outside the enclave, and ensures that the results of the research do not reveal any information about 

individuals and their locations. The Census Data Centers program of the U.S. Bureau of the Census achieves 

these goals by sequestering researchers in specially designed spaces; a virtual data enclave could achieve 

similar ends online. 
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• What are the essential components of an effective infrastructure that facilitates the sharing and use 

of individual-level locational data to address the public interest? 

• Given that the system and environment that allow government and public agencies to share, use, 

and analyze geospatial data should also be compliant with applicable data protection laws, is it 

possible to create and implement a robust and reliable system to provide a secure yet accessible 

environment for the government and public agencies to share, use, and analyze these data?  

• What should be the core capabilities (e.g., different geomasking and encryption methods) of such an 

infrastructure or system that would help anonymize and export maps, analyses, and visualizations 

derived from analysis conducted in the system?  

• How to ensure users of the infrastructure or system receive adequate training on data confidentiality 

ethics and the strengths and weaknesses of different geoprivacy protection methods? 

• How to ensure that users of the infrastructure or system receive adequate training on privacy and 

data protection? 

• What systems are in use around the world, what agencies support them, and how do they compare 

as part of a research infrastructure? What can we learn from the successes and failures of data 

trusts? 

• What are the vulnerabilities--for example, potential for breaches, or exploitation by data brokers? 

How can we protect the data and what are the sanctions for violators? 

Infrastructure: Processes of Data Privacy 
The previous sections have addressed technical aspects of an infrastructure for privacy protection, including 

geomasking, aggregation, and virtual data enclaves. As such an infrastructure develops, it will be necessary to 

devise and maintain processes that make use of it. The following questions are suggested as researchable 

topics in this area: 

• How can awareness of the need for privacy protection be incorporated into the professional codes of 

ethics of various communities? 

• What fundamental ethical requirements (e.g., right of informed consent, respect for data protection 

principles where personal data privacy is concerned, the requirement to share research results, and 

the need for benefits to the community) should be included in such professional codes?  

• How can ethical concerns specific to the use of geospatial data and technologies (e.g., GPS) be 

incorporated in codes of ethics in order to address the public interest (e.g., privacy, confidentiality, 

data collection and analysis, community interests, and ownership of information)?  

• What potentially problematic applications should be specified in the code of ethics (e.g., automatic 

tracking of peoples’ locations and movements)?  

Co-Design, Public Participation, and Inclusivity 
Most of today’s geospatial technologies are being developed in the private sector, and it is often difficult to 

know the extent to which the general public and affected communities have been involved in the 

development process. In some extreme cases technologies may have been designed with the deliberate 

intent to disrupt and with no involvement of the public. Apple’s iPhone is often cited as an example of a 

hugely successful technology for which there was little if no previously expressed demand. In contrast, the 

principle of co-design argues for a more ethical process with the “human in the loop,” in which eventual 

users form part of the design process from the start (Michael et al., 2020). To achieve greater public 

participation and inclusion, a number of research questions will need to be resolved: 
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• How are humans currently involved in design and development of geospatial technologies, and 

which individuals and groups are involved in particular? There may also be a growing need to go 

beyond humans, for example in the ethical design of geospatial technologies for research into animal 

behavior. 

• Can research achieve a greater understanding of the complex innovation ecosystem in location 

services, and articulate example value chains for given service offerings that ensure stakeholder 

accountability? 

• How can diverse stakeholders, including users, be incorporated into the design, development, and 

delivery of location services through methods like participatory design and co-design? As 

technologies change, are there new methods of participation in locational technologies? 

• Is it possible to develop a humanistic approach that can uncover the lifecycle of locational 

information and the interests of the involved public? 

Ethical Implications of the User Experience 
Users experience geospatial technologies in many different ways, which raise numerous questions of ethics. 

In the early 1970s, GIS was designed to perform just a few functions on geographic information, but the user 

was left to select and combine these functions to achieve desired results. As GIS has evolved and as more and 

more functions have been added (today’s ArcGIS Pro from Esri offers a list of functions that runs into the 

thousands), the basic user experience (UX) remains the same: it is still up to the user to select and combine 

functions (perhaps using tools such as Python) to achieve a given end. In other words, the GIS provides the 

means, but the user is left to define the ends. For example, the same GIS might be used in support of benign 

research into human spatial behavior in a city based on anonymized records, and simultaneously used for 

surveillance by tracking individuals without their knowledge. The following are examples of research 

questions that might explore this situation: 

• Can GIS and GeoAI be redesigned to limit the user experience and discourage unethical uses? 

• How can greater attention be drawn to the power of emerging and advanced technologies and their 

potential for multi-use applications? 

Conclusion 
Many new technologies follow a predictable path, and geospatial technologies are no exception. The 

technology first appears in a burst of enthusiasm, as potential users recognize that something previously 

thought impossible can now be achieved. That enthusiasm powered GIS through the 1960s to 1980s, and it is 

still powering GeoAI. The ethical implications emerge later, and lead to a period of skepticism and 

retrenchment, as occurred for GIS in the 1990s with the critique that identified and drew attention to the 

negative societal impacts of GIS. A similar period of retrenchment may already be occurring in the case of 

GeoAI as the set of ethical issues continues to grow and as geospatial technologies continue to develop. The 

research questions identified in this section are certainly not complete, but they point to a growing need for 

new research. 
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GOAL 2: Educator’s Guide to Integrating Location Ethics into the 

Curriculum 
What knowledge should students and practitioners acquire about the ethics of locational information? This 

second goal of the Summit focused on the social implications of innovation, particularly for those entering or 

already in the location-based services industry. The materials and goals should target anyone who makes use 

of locational data, which is an audience that crosses disciplines (geographers, computer scientists, data 

scientists, cognitive scientists, and more). The developed outline examined (1) the power of location, (2) the 

role of ethics as conundrums and dilemmas, (3) the use of technology, (4) resources for educators, and (5) 

responsibility. In this section, we share some key underlying principles to integrating location ethics into the 

curriculum, present conundrums and core tenets for educators, and explore options for reparations when 

harm is done. 

Introduction 
Location analytics are a set of tools that are becoming more powerful by the day. With the advent of location 

analytics on the Web, they are also becoming increasingly accessible, able to be embedded into other 

technologies, and instantly shareable and viewable by millions of people. Hence, spatial tools, maps, and data 

can be used by much broader segments of professionals and society than even a few years ago. Web GIS 

tools depend on geospatial data. With the advent of open-data portal technologies and an attitude that data 

are a public good and should be made available to all, the amount and variety of geospatial data available 

today are unprecedented. These tools are becoming increasingly personal as they become connected to the 

devices that people carry with them and to which they attach meaning. Such personal connection, power, 

and ease of use bring a profound responsibility to ensure the ethical use of these technologies, in contexts 

that reach from the personal to the professional, and from the grassroots to the global. Is there sufficient and 

appropriate regulation and guidance provided about the benefits and the limitations of these tools? 

We know that in our curricula, educational institutions, and programs at all levels from primary to university 

and lifelong learning, and across multiple disciplines, it is crucial to educate scholars, students, and 

practitioners about ethics and about societal responsibilities in the use of locational information. However, 

with the expanded use and application of locational information, it is often difficult to teach what this 

responsibility means in action. In this spirit, we emphasize that: 

the practice of geoethics is not a checklist or a code, but instead an ongoing, situated, 

and critical appreciation of the context in which locational information is collected, 

analyzed, visualized, and acted upon.  

Introducing, Understanding, Situating, and Motivating the Location Ethics 

Curriculum 
In our experience, thinking and learning about geoethics in this mode is not well-suited to the silo-ing of 

conversations and examples into separated seminars on “ethics.” Neither is it well suited to binaries of 

“right” and “wrong” choices demonstrated by examples, as if those examples may transpose to all 

eventualities and all decisions that we might make. Rather, courses that underscore the acquisition of key 

skills in geoethical decision-making, such as criticality and contextualization; which offer guidance and 

practice in navigating serious dilemmas; which thread ethical thinking entirely through the syllabus (from the 

datasets students practice with, to the readings that we choose), tend to be more successful in infusing 

students with geoethical resilience and adaptability for the future in new situations and unfamiliar 
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experiences. Thus, this document seeks to put forward a “playbook” or “guide” for introducing the geoethics 

of location into the learning environment. 

Successful underpinning approaches that we have seen 

• Integrate conversations and materials about ethics into many of the learning experiences offered in 

a course, and do not silo them into a single session or lesson. 

• Avoid setting up binaries or dichotomies such as “right” and “wrong,” or “good” and “bad.” Instead, 

focus on geoethics as a complex and evolving process between these extremes. 

• Present the ethical questions arising from locational data, and the technologies tied to locational 

data, with a critical appreciation of the context in which locational data are collected, analyzed, and 

visualized, and in which the locational information produced is acted upon. 

• Present the technologies that collect, analyze, and visualize locational data as neither inherently 

positive, negative, or neutral but as situated. 

• Deliberately connect the technologies that produce locational data to their political, institutional, 

and social past and present. 

• Open the black box of location technology. Provide a reasonable level of explanation of how the 

technologies related to location data operate, so that learners can critically engage with those 

technologies in different contexts. 

• Attend to structures of political power with an acute focus on how past practices have become 

present assumptions, and who is drawing power from locational (in)visibility. Who is doing the 

looking, and who is being looked at? What are the structures of dependence or enclosure that might 

make someone acquiesce to being located when they do not want to? What are the historical and 

present-day conditions that generate uneven public access to locational understanding and agency? 

• Denaturalize classifications and equivalences and expand on how they shape the way we think 

geographically. For instance, land is not the same as property, racial formation is more informative 

than race, and so on. 

• Use datasets and examples in learning materials that are not only drawn from major government 

agencies, nonprofit organizations, academic institutions, and private companies but also from the 

marginalized or those without power. When such datasets are used in conversations about the ethics 

of gathering or using them, the result can be productive learning experiences about ethics. 

• When using a project-based pedagogy, encourage the consideration of the ethical questions that 

arise with each decision made across the project lifecycle. As those ethical questions arise, discuss 

avenues for remediation or correction to improve future practices and outcomes.  

• Present and consider alternate applied ethical frameworks (e.g., rights- or duty-based) and use 

instances where those frameworks clash to generate opportunities for debate and engagement. 

Introducing the idea of ethics into a learning environment 

• Begin by raising and contextualizing a general awareness of the extent to which locational data are 

being collected about themselves and others. We expect many learners to have a broader awareness 

of the issue, but perhaps to be unaware of some specific issues. The key here is not to make an 

unresolvable appeal to fear. We cannot simply frighten a learner as this will lead to disengagement. 

Instead, we should describe the tradeoff between convenience that these technologies provide on 

the one hand, and on the other hand overcoming the apathy that arises when students feel 

overwhelmed and unable to act in response. 

• Emphasize that learners have agency in the geospatial ecosystem and get them to recognize that 

they are not just those doing the looking but those being looked at. They are both suppliers and 
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consumers of locational data. This is crucial to fostering engagement with ethical questions in this 

area.  

Understanding technology as situated 

• Successful integration of ethics into any learning experience depends on learners recognizing that 

the technologies that gather locational data are not inherently positive, negative, or neutral. Instead, 

emphasize that ethics is about asking questions and predicting future outcomes. Knowing how to act 

in different situations is central to critical engagement with these issues, and to the development of 

the skills that learners need to make ethical decisions in the future. 

• Technology has long been a driving force for economic development, but many studies unearth 

impactful consequences to individuals or societies arising from misuses or design flaws that enable 

or encourage unethical conduct. Technology is not inherently good, bad, or neutral. Ethical 

considerations of technology should attend to the situation in which technology is conceptualized, 

developed, advertised, and utilized by whom, for whom, with whom, in what process, and structure 

of implementation.  

• Rapidly growing technological applications exploit locational data acquired through smartphones, 

Bluetooth trackers, RFID, biometrics, WiFi, and beacon position systems. These devices can serve an 

important role in emergency responses, citizen participation (e.g., reporting potholes), and social 

sensing (e.g., public views or sentiments). A wide range of ethical concerns arises from situations 

that infringe on trust, privacy, safety, and social justice.  

• Situations of ethical concern:  
o Users are put in a disadvantageous situation:  

▪ Users consent but do not provide informed consent. User agreements are written in 
small print and are difficult to comprehend. 

▪ Users are unaware that their data are being collected (e.g., metadata in photos 
from digital cameras). 

▪ Users are unaware of how their data have been sold to or shared with data brokers 

or have been fused with other datasets to produce intimate classifications of their 

lives. 

▪ Opt-in by default; multiple steps are required to change multiple settings in order to 
opt out.  

▪ Users are not fully informed of all potential uses of their data in the present or the 
future, or who will have access to their data.  

o The public:  
▪ Surveillance of individuals by government or private entities.  
▪ Commoditizing of users’ locations and tracks. 
▪ Digital divides that privilege access by certain groups.  

o Special populations vulnerable to location exploitation:  
▪ Indigenous populations.  
▪ Vulnerable populations: minority, social-economically disadvantaged, children and 

seniors, disabled, unhoused people. 
▪ Victims (knowingly or not knowingly being tracked), survivor tracking (stalking) and 

offender tracking (e-carceration).  
▪ Domestic and migrant workers. 

o Access to locational data and location derivatives:  
▪ Who needs access to what data? Is that access justified? 
▪ How fine or precise must the data be (in space, time, and attribute)?  
▪ How long for the data to expire or to be archived?  
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▪ How to enable the right to be forgotten? 

• Sources of situated issues: 

o The intent of the technology and the diversity of perspectives in its development. 

o Institutions and power structures. 

o Government in the name of national security or public safety. 

o Business in the name of innovation and disruption (e.g., “Move fast and break things”). 

What motivates and incentivizes the collection of locational data? Students are motivated 

• When they are empowered to collect data in the field on a theme they care about, whether it is 

litter, dangerous intersections, places where they feel safe or unsafe in the community, community 

gardens, invasive species, weather, historical sites, noise, plant and animal species, or anything else. 

• When they are empowered to use the data that they have collected in a communications tool, such 

as an infographic, dashboard, or story map, as a means of explaining the patterns of the data that 

they have gathered and encouraging action to be taken as a result of the patterns revealed through 

their fieldwork. 

• When others are invited to add to the field survey that the researcher has set up, such as on 

walkable neighborhoods or any other theme, as a collaborative effort.  

Conundrums, Dilemmas, and Transgression 

The view of ethics taken here is that of “critical ethics.” As defined in the UCGIS Body of Knowledge, critical 

ethics is an attempt to defamiliarize the taken-for-granted (Crampton, 2018). This defamiliarization has a 

pedagogical goal of first understanding where categories and oppositions came from (e.g., racial categories 

used in the Census, or oppositions between public and private space), and second, of undergoing a 

“transgression.”  

As hooks (1994) describes, the point is not that the student transform into one particular (subject) position or 

another, but to realize the very possibility of transformation, to transgress received norms (itself a thrilling 

and fearful experience) and also to live the change in ways that are meaningful to the student (i.e., a praxis). 

She calls this a “practice of freedom.” We also see these transgressions as potentially a form of 

transformative experience: “one that teaches you something new, something you could not have known 

before having the experience, while also changing you as a person” (Paul, 2014, p. 17). We are inspired by the 

statement that “the outcome of a PhD is not a dissertation but the student.” 

We recommend therefore that educators build in ways of experiencing ethics to break habits of thought, 

rather than simply learning ethical principles. We argue that pursuing this pedagogical approach can be 

facilitated by the presentation and collaborative deconstruction of dilemmas and conundrums. Rather than 

providing an incomplete list of examples, we emphasize that dilemmas and conundrums that lend 

themselves to transgressive and transformative educational experiences tend to have at least some of the 

following features:  

• The locational data issue presented is linked to a meaningful question of importance which is 

collaboratively identified by those undertaking the learning experience and those considering its 

ethical ramifications, with the possibility that there may be no consensus (i.e., to embrace a minority 

report). 

• The locational data issue presented has no clear solution, but rather has several solutions, each of 

which is unsatisfactory in some way and leaves a residual unresolved; for example, survivor tracking 

of the survivors of stalking vs. offender tracking and e-carceration (Kilgore, 2022). On its face this 

appears to have a preferable solution, that is, to protect survivors by teaching them how they might 

http://gistbok.ucgis.org/bok-topics/gis-and-critical-ethics
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be tracked, and how offenders should be tracked, but then this extends the prison system into the 

home and family. 

• The locational data issue can be situated in a real historical, social, and political context so that the 

ethical question apparently at hand can be related to broader concerns. 

• The locational data issue has some hands-on component (e.g., a dataset that illustrates key issues, or 

an ethically problematic map). 

• The locational data issue can be clearly tied to some concepts being taught at the time, or that will 

recur throughout the wider course, or the student’s professional or personal life. Linking the issue to 

a recurrent concept helps seed opportunities to return to the issue throughout the course and avoid 

the silo-ing of ethics noted above. 

11 Core Tenets for Educators 
1. Students are avid consumers and producers of locational data. As the change agents and decision-

makers of tomorrow, it is imperative that they understand that “geo” is not just a series of 

geographic coordinates; rather, that all locational data have a societal basis and are imbued with 

ethical considerations.  

2. GIScience students become well versed in the technical aspects of mapmaking and GIS, but they lack 

grounding in the ethical implications that are inherent in all decisions. These are likely to arise during 

the cartographic design and GIS project-design phases of a project and beyond, including making 

decisions about projections, symbology, classification, and communication and visual tools (e.g., 

infographics, story maps, and dashboards). We seek to encourage students to critically examine the 

methods, objects, processes, preconceived notions, backgrounds, representations, and other 

considerations that they may have taken for granted in the past.  

3. We are firm believers in hands-on, problem-based learning as a key way for ethical concepts to be 

grasped, personalized, and applied. Today’s locational data-rich and spatial-analysis-rich world allows 

instructors to easily incorporate hands-on activities into a wide variety of courses and programs, at 

every educational level.  

4. Key geoethical concepts that need to be taught include location privacy, but we must not limit the 

topic to location privacy. For instance, different media types, e.g., text, can be used to indirectly infer 

location. We also must include data quality assessments, issues of copyright, philosophies of open 

data, open GIS tools, models, Web GIS, decision-making with GIS, the ethical decisions inherent in all 

location data handling (projections, symbology, classification, generalization, metadata), 

communicating mapped information, and decisions regarding whether to share data, methods, and 

results. We also must consider the potential for bias and harm to be induced by locational data. 

5. Hands-on activities need to extend beyond geography and GIScience to applications in the fields of 

business, kinesiology, health, criminal justice, civil engineering, data science, biology, history, 

mathematics, and indeed, we argue, any field in which students are analyzing data and considering 

how to effectively communicate with those data (which, we would argue, is virtually every 

discipline). 

6. These hands-on activities can and should be customized for students from a wide variety of 

backgrounds and interests, and in a variety of disciplines and educational institutions. 

7. A wide variety and volume of hands-on learning resources exist (Crampton et al., 2022): the 

community does not need to build most of them from scratch, though a few gaps exist that we have 

identified. 

8. Many resources have been created and curated to provide inquiry-driven and engaging ways to 

teach about geoethics in a wide variety of instructional settings, disciplines, and educational 



   
 

     
20 A White Paper on Locational Information and the Public Interest 

levels. These resources cover scales from local to global and use a variety of engaging tools and 

datasets. They can be used in a variety of ways in education—including face-to-face, hybrid, and 

online—and in discussion, independent and group hands-on work, role playing, and presentation 

modes.  

9. These resources might also be used to encourage the geospatial community to begin earnest dialog 

with other disciplines about how location and associated tools and issues apply to these other 

disciplines. Clearly, much work needs to be done, but ethics provide perhaps fruitful ground with 

other disciplines to explain the benefits of the geographic approach throughout the academy, over 

and above the results from the “data-driven” or “tool-driven” methods. Interestingly, the open tech 

ethics curricula spreadsheet (with 300+ contributions) (Fiesler, 2018) contains minimal contributions 

from geography departments. This is another illustration of the lack of awareness and lack of 

understanding in the academy of the value that the geographic approach brings in teaching and 

research.  

10. Students should be encouraged to deal with “wicked” or “sticky” issues in a problem-based learning 

environment. Such issues can be used to foster spatial thinking, systems thinking, and holistic 

thinking that incorporates alternate ways of knowing such as those found in Indigenous 

communities. 

11. These resources also are intended to encourage students and faculty to realize that geospatial 

technologies are increasingly applied to non-quantitative problems and data. Indeed, GIS was 

criticized for decades for its overly positivistic and quantitative focus (Pickles, 1995). Even software 

companies such as Esri have recently expanded their social science tools and perspectives, though 

much more is needed. 

Responsibility 

This requires: 

1. An acceptance and understanding that the history of locational information is complex, and that the 

locational tools (from digital maps to GNSS to cartographic theory to statistical methods like 

regression) that we use regularly today were often developed for military applications, surveillance, 

or in order to exploit natural resources.  

2. An appreciation that: 

 

a. Locational information technologies did not have to be developed this way and there is 

continuously documented resistance to their militarization, surveillance, commercialization, 

and profit-driven exploitation. 

b. There are ample examples in which locational information has been used ethically, privately, 

and consensually for the benefit of users. 

c. These examples often foreground social need, emancipation or liberation, and safety or 

equality, rather than profit, control, and extraction.  

3. A commitment to responsibility for the past and present contexts of locational information. This 

includes: 

a. Teaching students to do the reading: read what others have said about the impact of 

locational information (and spatial analysis methods more generally) on their lives; and keep 

up to date on contemporary conversations and debates (but not to get swept away by 

trends and ignore everything else), not just reading in one’s domain. This implies the need 

for reading and writing critical histories of locational data, or accounts of the present (e.g., 

as corporatized). 

https://cfiesler.medium.com/tech-ethics-curricula-a-collection-of-syllabi-3eedfb76be18
https://cfiesler.medium.com/tech-ethics-curricula-a-collection-of-syllabi-3eedfb76be18
https://www.esri.com/en-us/about/science/initiatives/social-science
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b. Consider redressing the balance of power: doing counter-mapping, not just learning about it. 

So, for example doing a surveillance map of campus or working on a map together rather 

than individual maps (e.g., using crowd-sourcing data collection). 

c. Doing work without glory: taking on difficult, tedious, or behind-the-scenes work that does 

not get attention but is necessary. This will place obligations on institutions like universities 

to value such efforts. 

d. Taking opportunities to have peers or students that are reviewing the work to comment on 

the ethical aspects and implications of their work as a means of constructively improving the 

reparative potential of their work. Here we are looking for a principle opposite to ensuring 

ethical work by disciplining students, for example with plagiarism software checks, or 

penalties for not providing citations.  

e. Developing a “Turing Way” mentality where dedication to open research, GitHub 

collaboration rather than working solo, mutual aid, and working in teams across disciplines 

becomes the norm (Arnold et al., 2019). Sharing databases by, for example, journals 

requiring submission of methods and datasets, explaining where data came from, discussing 

why data were chosen, and soliciting reviewers to run the code. Replication is not only 

central to error identification and correction in a field, but also, for example, to the 

Mertonian norms and ethics of science. 

Conclusion 
The social implications of any technology are many, but perhaps the implications are even more numerous 

and deeply personal with geotechnologies, given humans’ roots in space and time, and the appeal and use of 

geotechnologies. Knowing where you are is as deeply personal and as revealing as your health or financial 

information. Yet geotechnologies and their use in society and commerce such as locational tracking, 

geofences, and geographical analysis are not well understood by the public, nor how people are differently 

affected, subject to them, or able to use them for positive change. Educators therefore have a vital role to 

play in embedding the social implications of locational technologies throughout the curriculum, including 

their ethical and just usages. The rapid evolution of these technologies should not discourage educators from 

engaging with students about the social implications of these technologies. Educators should embed these 

engagements throughout the course’s themes rather than be relegated to a single class period at the end of 

the semester. Students should be able to understand how making spatial relations more explicit can improve 

understanding (spatial is special) and how ethical concepts and questions of data representation require 

relating locational technologies to anticipatory governance (that is, thinking ahead about dual use, mitigation 

of harm and active stakeholder involvement). We recommend that educators especially engage with location 

privacy, open data, sharing results, the benefits and constraints of geotechnologies, and workflows for 

handling geospatial data (projections, symbology, classification, generalization). These can be taught in 

meaningful ways that involve the hands-on use of the very geotechnologies and geospatial data that are 

being examined. The resources discussed as a part of this goal and detailed in Crampton et al. (2022) provide 

key ways for ethics to be taught. 
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GOAL 3: From Ethical Locational Principles to Enforceable Geospatial 

Regulations 
The third goal envisioned a pathway that could lead to better public understanding of federal and state 

regulations around locational information in and outside the U.S. The pathway would identify the publics to 

be prioritized, and we discuss how to engage them to help build broader awareness and agency about federal 

and state regulation. Hence, a pathway from ethical locational principles to enforceable geospatial 

regulations was developed, examining certain essential regulatory parameters, with details to be further 

implemented at a later stage: (1) Accountability, (2) Public Participation, (3) Resources, (4) Informed Consent, 

(5) Legitimacy, (6) Necessity, (7) Proportionality, (8) Universality, (9) Prohibitions, (10) Objections, (11) 

Security, (12) Erasure, (13) Negotiability, (14) Reassessment, (15) Enforceability, and (16) Non-Retaliation. 

The stakeholders would include private companies and public entities, labor unions, and 

nonprofits/nongovernmental organizations (NGOs), both domestic and international.  

Introduction 
Geospatial technologies may provide significant public and private benefits. They may enhance safety, 

improve efficiencies, and help effectuate personal, collective, and commercial endeavors. Yet the 

development, marketing, and implementation of these technologies typically focus on productivity, 

convenience, entertainment, and control, without concern for individual or collective privacy, or power 

imbalances and basic human rights. Indeed, “emerging technologies enhance surveillance or control by 

government, employers, loved ones, or caregivers. Through the collection of location data by commercial 

enterprises, the most basic democratic rights of dissent and protest…can be easily tracked.” (Dobson & 

Herbert, 2021). 

Firms involved in the geospatial ecosystem are often cognizant of these issues and we acknowledge that 

ethical standards, while enforceable, can serve as guidelines. Indeed, existing geospatial ethical principles 

already exist that can be drawn upon for such guidance (e.g., Abbas, Michael, & Michael, 2014). While robust 

geoethics can serve as important and useful guidelines, by themselves they are insufficient to hold 

companies, governments, employers, and users accountable in ways that would compel ethical behavior. 

What is needed is a system of enforceable regulations that would secure the rights of and respect for 

geospatial privacy interests of diverse publics.  

In the United States, with a few exceptions, such regulations do not currently exist in any substantial form at 

the federal, state, or local levels. “A review of developments abroad…demonstrates that the United States is 

far behind in studying the implications of the technological transformation of the workplace and acting to 

establish an enforceable balance between respective workplace interests. Despite the ever-widening gap 

between the public perception and the legal reality of privacy rights in the American workplace, there has 

been little movement on the federal, state and local levels in this area” (Herbert, 2008). While European 

geospatial regulatory frameworks exist that can be drawn upon, these remain incomplete efforts. 

Companies whose operations rely on collecting, analyzing, and selling geospatial data in general, and 

locational information, in particular, often oppose government regulations. They frequently argue that 

regulations impede the ability to innovate and compete effectively—particularly in such rapidly-changing 

fields as geospatial technology. The imperative to rely on locational data has both resulted in and been 

furthered by a concerted effort to normalize its collection and use. In the political and economic sphere this 

has manifested in a deregulatory status quo achieved by the information technology industry and other firms 

that rely on locational data. For instance, in the United States, well-financed lobbying—directed at both 

political parties—has thus far been effective in shielding businesses and employers from government efforts 
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at regulation. Instead, businesses call for self-regulation, pursued by adopting ethical codes of conduct and 

self-monitoring their implementation. 

While the effectiveness of this approach has yet to be studied regarding geospatial technologies, a large body 

of research shows that such ethical approaches fail even when well-intentioned (all too often they mainly 

serve to enhance public relations). Businesses typically hire auditing firms to privately report back, then self-

publish burnished reports celebrating improved compliance with ethical standards. Simply put, self-

regulation does not work (Appelbaum, 2006; Appelbaum & Lichtenstein, 2006). 

We argue that to successfully assure that ethical practices are achieved, and human rights protected 

throughout the vast geospatial ecosystem—one that spans borders and cultures—a viable enforceable 

regulatory system must be implemented. Such a system ideally should be global in scope. For example, it 

should protect workers, domestically and internationally, from geospatial surveillance, and—perhaps more 

controversially—assure that any independent contract factories or service centers that produce geospatial 

software throughout the supply chain uphold human rights. 

In the parameters that follow, we lay out some basic contours of such a regulatory system: it must 

adequately protect the individual and collective interests, including privacy concerns of diverse publics 

through enforceable regulations. It also must assure firms’ accountability through independent compliance 

monitoring, achieve transparency through public sharing of compliance audits, and enable meaningful 

participation in decisions about the use of systems that potentially cause harm. These are important because 

an educated (and thereby empowered) public is key to geospatial ethics and regulatory enforcement, not 

only because informed individuals can make better personal privacy decisions, but also because businesses 

are more likely to actively pursue exemplary ethical behavior if there is public awareness of compliance 

failures. 

Certain of the concepts outlined below are derived from regulatory elements under the 1995 European 

Union Privacy Directive, the European Union’s General Data Privacy Regulations, the Canadian First 

Nations principles of ownership, control, access, and possession (OCAP®), the California Consumer Privacy 

Act, and decisions by the European Court of Human Rights, the United States Supreme Court, and state 

courts.  

We have not sought to draft specific legislation or regulations, which are well beyond the scope of this 

exercise. Rather, we set down essential regulatory parameters, acknowledging that the details must be 

worked out in specific contexts, and over the long haul. Our suggestions are made to encourage needed 

public policy deliberations around what we believe is a fundamental issue: the need to go beyond purely 

business self-enforcement of ethical principles to a workable system of public regulation.  

Accountability 
With emerging technologies such as AI, it is becoming common to define accountability as norms within the 

public and private sectors to collect data and build systems that are in the public interest. In other words, 

accountability becomes a responsibility of the algorithm developers and data brokers. Boven’s (2005) 

definition of accountability is the one most frequently used in AI, as “the relationship between an actor and a 

forum, in which the actor has an obligation to explain and justify his or her conduct, the forum can pose 

questions and pass judgment, and the actor can be sanctioned.” Interestingly, far too many current AI-

related definitions end at the explainability/justification part and omit that last segment of Bovens's 

definition: "and the actor can be sanctioned." We argue that accountability requires a mandated and 

enforceable legal regulatory regime, which requires informed consent and restrictions that enable fairness 

and non-discrimination. Moreover, we argue for mandating accountability through the entire geospatial 
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ecosystem: from the development of platforms that enable data collection (i.e., software, hardware, and 

telecommunications); the locational data that are collected (e.g., the spatial resolution of images and 

coordinates, the temporal frequency with which locational data are collected); the analysis performed on the 

data (e.g., feature engineering or debiasing performed on the data, locational rules applied to the system in 

the case of reinforcement learning, analysis results of classification, forecasting, and prediction); the storage 

(e.g., the security of data against breaches); the locational information that is derived as a result of the 

analysis (e.g., predicted locations, paths); and the commodification of the data (e.g., data brokerage of data 

and repurposing of results of analysis). We primarily focus on the collection, storage, analysis, and 

commodification of data—a front-facing activity—although we also seek accountability for the collection and 

internal use of data (e.g., through productivity trackers). 

We seek accountability from both the public and private sectors, including the technology industry and 

employers. The public sector makes extensive use of locational data; it also generates locational data, which 

supply needed training or seed data for analysis. Our current efforts focus on the private sector in the U.S., in 

which rapid development within the geospatial ecosystem predominantly occurs. We plan to address 

accountability in the public sector in a future document. Additionally, unless otherwise noted, the public 

sector includes national security bodies and police forces. Lastly, we acknowledge the existence of individual-

to-individual misuse of locational information (e.g., stalker apps), but that is not our focus.  

We envision accountability taking several forms. At minimum, it would include independent auditing by a 

firm not being paid for by the auditee (Costanza-Chock, Raji, & Buolamwini, 2022). Auditing would be 

inclusive regarding private and public sectors and would include accountability for companies that do 

business outside of the U.S. 

Accountability mechanisms must also include the participation of diverse publics, from civil society and from 

labor. 

More importantly, we advocate for countries to create national agencies to enforce the regulatory 

parameters outlined below and assess firms and agencies in the geospatial ecosystem. Additionally, the 

agency should ensure accountability throughout the full development cycle, including development prior to 

data, algorithm, platform, or software coming on market. This would be an administrative structure that 

would be delegated primary authority to promulgate and enforce rules and standards to govern the 

ecosystem. It would hear and determine alleged violations of the rules and standards, and issue remedies for 

those violations. 

With the U.S. as an example, we look to other national agencies that offer useful models and mechanisms for 

accountability (e.g., the Food and Drug Administration [FDA], the Occupational Safety and Health 

Administration [OSHA], the Equal Employment Opportunity Commission [EEOC], the National Labor Relations 

Board [NLRB], and the Environmental Protection Agency [EPA]). These may have inspection and enforcement 

regimes that could be leveraged for improved accountability. The U.S. National Institutes of Standards and 

Technology (NIST) in the Department of Commerce can aid in rule making, while the Presidential Council of 

Advisors on Science and Technology (PCAST) can advise on definitions.  

Ensuring accountability will require cooperation with governments internationally. This is because regulation 

needs to account for what has become a global and trans-jurisdictional supply chain of the geospatial 

ecosystem. For example, a single GeoAI system may involve algorithms from all parts of the world; and 

furthermore companies may have their headquarters in a foreign country. In another example, classification 

algorithms rely on massive training datasets that utilize “ghost work” (e.g., through crowdsourcing platforms 

like Mechanical Turk; Gray & Suri, 2019). Additional auditing and a new agency will need to consider 
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countries that lack legislation and firms that attempt to jurisdiction-shop. We seek input from the 

development of global standards through cooperation with other countries. One trans-jurisdictional 

framework that might offer a useful precedent is the European Union’s General Data Protection Regulation 

(GDPR), while international entities like the International Labour Organization (ILO) may also offer useful 

insights and models. 

Within any country, we need to work out jurisdictionally questions concerning accountability. Should we 

recommend imposing federal pre-emption on localities, for example, prohibiting the use of predictive 

policing? Should a municipality be able to prohibit a federal agency from using predictive policing or location-

based technologies in said jurisdiction, such as the Immigration and Customs Enforcement agency (ICE) in 

jurisdictions in California? These questions will have to be worked out in specific contexts and possibly 

through the court system, at least in the United States. However, our aim here is to advocate a regulatory 

framework that can provide robust principles to inform such inter-jurisdictional decision-making. 

Public Participation 
If regulation is to be enforceable and impactful, then the public and civil society must be involved individually 

and collectively. Attention must be paid to when the participation occurs (presumably prior to collection of 

data or product development), how the participation occurs (i.e., the approaches used, such as participatory 

design and citizen juries), who is participating (e.g., determined by identity? Level of education? Who has a 

stake and who is impacted? Who is a data subject?), and who determines which groups are to have a stake. 

Public participation is required in the development of regulations, mandated in the creation of systems like 

report cards, and mandated as part of a firm’s collection of locational data or development of software. 

Participants also determine what constitutes meaningful participation and which resources are required for 

participation to be meaningful. 

Resources 
A repository of materials should be created (i.e., use cases of need for and impact of regulations, model 

legislation, information for nonprofit and advocacy groups on implications of locational information) for the 

use of software developers and for inclusion in primary, secondary, and higher-education curricula on 

geospatial privacy. 

Informed Consent 
The collection, analysis, or sale of geospatial data by governments, businesses, and employers should not 

take place without receipt of individual informed consent. A general informed-consent requirement should 

put individuals on notice concerning the purpose, scope, and use of the geospatial data to be collected, along 

with providing individuals with the ex ante choice of consenting to such surveillance and use or declining a 

service or job. Mandating individual negotiation over the parameters of the use of geospatial data is not 

feasible, however; such a mandate might be warranted when the geospatial data of communities or other 

groups are being collected or used. 

Legitimacy 
The collection, storage, and analysis of geospatial data by private and public actors should not be used for 

monitoring legally protected activities. This requirement is necessary to check societal and workplace power 

imbalances and to ensure the free exercise of individual and collective rights and interests.  
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Necessity 
The scope of the geospatial data collected and used by governments, businesses, employers, and others in 

positions of authority must be limited to specifically articulated purposes, and nothing more, following 

informed consent. To illustrate, consider an app that collects the latitude and longitude of the device running 

it when the device takes a photo to create an illustrated travel log for the user. Monitoring the device user’s 

browser searches while the app is running and using key terms in conjunction with the app’s last known 

location for marketing purposes would be considered an expansion of scope. Creators of consumer apps are 

currently incentivized to collect a variety of data, including data unrelated to the app's purpose, because the 

data can generate additional profit (e.g., by being sold to data brokers) while requiring few additional 

technological interventions (i.e., cost) to collect. Limiting the scope of geospatial data allowable to collect—

and requiring the collector to justify the scope based on the stated purpose—would, minimally, expose 

efforts to further commercialize locational data and may discourage this practice altogether.  

Proportionality 
The amount and precision of geospatial data collected and used by governments, businesses, employers, and 

others in positions of authority must be minimized to be relevant to the articulated purposes and should not 

be excessive. Excessiveness in the employment context would include location monitoring prior to and after 

the workday, during lunch and other breaks, and workplace location technology “that leads to stress, 

alienation, and dehumanization of the workforce, resulting in unintended decreases in worker productivity 

and job satisfaction” (Herbert & Tuminaro, 2008). 

Minimizing spatio-temporal precision in the context of this principle would mean collecting data at the 

coarsest spatial and temporal resolution necessary to address the stated purpose(s). Clearly describing the 

value added by increasing the amount of geospatial data collected, or the level of spatial or temporal 

precision at which it is collected, might be a requirement for approval. The anticipated value would need to 

be weighed against the possible harm that could result from increasing the amount or precision of data. 

Universality 
The regulatory parameters for geospatial data collection and use must be applicable to all aspects of supply-

chain management, including companies that contract to provide products and services to multinational 

corporations. Businesses primarily design and market their goods and services, whether it be clothing or 

software, but the actual product manufacturing or service provision is less likely to be done in-house than 

through independent contractors, who in turn may be down the street or a half a world away. Under today’s 

legal framework, contracting corporations have no legal responsibility for the working conditions under 

which their goods and services are provided by their contracted suppliers. Given the global reach of today’s 

supply chains, labor law enforcement at the supplier level is likely to be nonexistent (indeed, if strong laws 

even exist), since the poor countries where factories and services are sought often have weak states and are 

in competition with one another for business. 

Human tracking is now ubiquitous in supply-chain management. Employers can monitor and control worker 

movements through a variety of geospatial technologies. For example, Amazon’s “time off task” (TOT) 

warehouse tracking system monitors worker movement by the minute. TOT is used to discipline and 

terminate workers for unaccounted time. Evidence introduced at the NLRB “provide new clarity about a 

much-talked-about but until now opaque process that is used to surveil, discipline, and sometimes terminate 

Amazon warehouse workers around the United States" (Gurley, 2022). Other technological tools employed 

by Amazon and other employers, track workers inside and outside of fixed work locations. Amazon’s 

geoSPatial Operating Console (SPOC) creates the ability to analyze and visualize data on unions around the 
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globe, a feature of special importance to Amazon given its ongoing efforts to track and counter the threat of 

unionization. Wilma Liebman, a former NLRB Chairman under President Obama, has emphasized that “[o]pen 

surveillance is illegally coercive even if managers do not directly threaten to retaliate or take action based on 

the information obtained. There is an implied message that the company people will be rewarded and the 

union adherents will suffer” (Del Rey & Ghaffary, 2020). 

While there are emerging concerns over geoprivacy in the United States and European Union, in many 

countries, no similar concerns exist. In China, for example, spatial surveillance is used to track and monitor 

drivers’ performance in China’s rapidly growing courier food and parcel delivery sector (van Doorn & Chen, 

2021), as well as to monitor the activities of its citizens. U.S. firms often provide services that permit the 

Chinese government to track its citizens. Apple, for example, agreed to store the personal data of its Chinese 

customers on servers run by China Telecom, a state-owned Chinese firm, giving the Chinese government 

access to the emails, photos, documents, contacts, and locations of Chinese residents. Chinese authorities 

routinely use such geospatial technology to monitor the movement of China’s citizens; examples range from 

projecting images of jaywalkers on screens at intersections to using location tags that display social media 

users’ locations under any postings deemed disloyal, even when the users are overseas. “China’s Social Credit 

System is the ultimate digital-age version of the long-feared Panopticon” because “every individual is 

monitored through human tracking and surveillance to produce a social credit score used to rate each 

citizen’s trustworthiness” (Dobson & Herbert, 2021). 

A related issue has to do with the protection of the rights of workers involved in the development of 

geospatial software and any associated services throughout the supply chain. Whether or not their 

movements are spatially tracked, to the extent that they are involved in the geospatial ecosystem, we argue 

that, ideally, they should also be protected by appropriate regulations. 

A key—and as yet unanswered—question is: how can regulations be applied universally, that is, throughout 

global supply chains? Moreover, given such stark cultural and political differences when it comes to 

locational information and privacy, should a universal approach even be pursued? Production may be global, 

but regulations are likely to be enacted and enforced within national borders. The existing global framework 

for the protection of workers, embodied in the ILO’s 190 conventions and eight core conventions, are 

international treaties that are binding on the countries that have ratified them. Whether or not signatory 

countries actually enforce the conventions, however, is another matter, since by design the ILO itself lacks 

enforcement mechanisms (ILO, n.d.-a, n.d.-b). The ILO also has adopted a code of practice, Protection of 

Workers’ Personal Data, intended to serve as non-binding guidelines for implementations of its conventions. 

It provides dozens of useful principles governing the collection, security, storage, use, and sharing of personal 

data on both public- and private-sector workers (ILO 2007). 

The ILO conventions and codes of practice provide useful guidelines for regulations. Their incorporation into 

national regulations should be explored, including the possibility of regulations applied to the corporations 

that would apply to any contract factories or services used throughout their supply chains. There is precedent 

for this: the Secure Equipment Act of 2021 will require the U.S. Federal Communications Commission (FCC) to 

rule that it will no longer review or approve any applications for networking equipment that pose national 

security threats (the Chinese firm Huawei, among others, being one intended target). 

The U.S. also should consult with key organizations in developing a strategy for international regulations, 

including the European Data Protection Board that was established under the E.U.’s General Data Protection 

Regulation (GDPR); privacy commissioners in Canada and Australia; and related private agencies in the 

member states of the E.U. NGOs could also play a role in grading companies in their geospatial practices 

throughout their supply chains, contributing to public pressure on firms to employ ethical practices.  
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Prohibitions 
The regulations should include explicit prohibitions against certain technologies and uses: a) the sale of 

aggregated or individualized locational data for profit without informed consent of the subject; b) mandatory 

surgical implants of RFID or other devices without informed consent; c) all facial recognition data; d) sale of 

biometric material of children; e) surreptitious data collection devices that go beyond the legitimate use of a 

technology (e.g., Google Nest 'forgetting' that they included a microphone in their device, or Google Street 

View collecting WiFi data as a byproduct of their imagery collection routes); and f) collection and sharing of 

geospatial data for law-enforcement or government employer purposes without a judicial warrant.  

Objections 
An individual or organization should have a right to object to the collection and use of geospatial data, 

through a legally mandated channel, unless a business, employer, or public entity can demonstrate a strong 

legitimate reason for continuing to use the data. 

Security 
For geospatial analyses in ecological, archaeological, or paleontology studies, accurate and precise locational 

data are typically needed and acquired to determine optimum habitat suitability or digitally recreate 3D dig 

sites, respectively. But the publication and sharing of those data must be diminished in accuracy (geomasked) 

to protect the species from being hunted or poached and to protect the archaeological or paleontological 

artifacts from being looted. Governance is somewhat provided by existing legislation such as the Endangered 

Species Act (U.S. EPA, 1973), the Native American Graves Protection and Repatriation Act (U.S. BLM, 1990; 

McManamon, 2000; U.S. NPS, 2021b), and the Antiquities Act (U.S. NPS, 2021a). 

There are numerous methods to geomask (McKenzie, Keßler, & Andris, 2019). For example, fine-resolution 

point data can be generalized to polygon data when publishing the data results, or the maps can be reduced 

in scale to prevent accurate geolocation of the acquisition sites. Related to this, a white paper on using 

spatial data to improve recovery under the Endangered Species Act is available on the Digital Repository at 

the University of Maryland (Gazenski, Lamb, & Krehbiel, 2014).  

As much as security is important for the protection of endangered species and threatened artifacts, it is 

critically important to address security for the collection of geospatial data involving individuals. While open 

access to research allows colleagues and the public to freely view published work, it should not imply that the 

data are equally accessible. Proper security must be in place to protect accurate data from being acquired, 

edited, or deleted without permission. Geospatial databases must be placed on a secure server requiring 

protocols such as encryption and appropriate passwords. 

This technical note applies to all staff that use, store, or transmit sensitive geospatial data. Note that sensitive 

geospatial data should never be stored on personally owned devices or unapproved cloud or third-party 

systems. Proprietary information that has not been made public yet, such as in-press releases, research data, 

confidential collections, or any other materials that could potentially bring harm to a study site (including any 

plants, animals, people, fossils, or artifacts contained therein), or to an organization or its customers and 

stakeholders if released publicly, is considered sensitive, and must be encrypted when stored or transmitted. 

Erasure 
An individual should have the right to seek erasure of geospatial data that are collected and maintained by 

government, business, or an employer upon demand and without undue delay on the following grounds: 

when the subject withdraws informed consent previously provided, the data are no longer necessary for the 
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purposes for which they were collected; there are no overriding legitimate grounds for retaining the data; or 

the data were unlawfully collected. 

Negotiability 
Even when the collection and use of geospatial data, such as Amazon’s monitoring of “on-task” time in its 

warehouses, is lawful, the collection and use of locational data should be subject to collective bargaining and 

consultation with workers and their representatives. When workers are represented by a union, the 

collection and use of geospatial data should be considered a mandatory topic of bargaining that employers 

must address collective negotiations. 

By making the collection and use of geospatial data a mandatory topic of bargaining, unionized workers will 

have a right to be informed about their employer’s use of locational data, to insist on bargaining over 

whether and how such data are collected and used, and to grieve violations of any agreements about the 

collection and use of these data. Employers also should be prohibited from unilaterally starting to collect and 

use geospatial data or to make significant changes in current uses of such data. 

Reassessment 
Regular reassessment of entities’ compliance with geospatial data regulations is important to ensure that 

changed conditions do not undermine the goals of the regulations. For instance, data uses that were 

necessary and proportionate at one time may become less needed later. Consequently, companies collecting 

or using data should be required to regularly reassess—for instance, annual reassessments—that their use of 

data is currently in compliance with regulatory requirements, even if it was compliant in the past.  

Enforceability 
Adequate enforcement of geospatial regulations is vital if they are to have an actual impact, as self-regulation 

is typically ineffective. A primary need is for an enforcement mechanism sufficiently substantial to create 

disincentives for covered entities to violate applicable regulations, such as fines, financial liability in private 

litigation, or criminal liability. Enforceability should include civil remedies including compensatory and 

punitive damages, attorneys’ fees other forms of affirmative action, and injunctive relief. 

Who is responsible for enforcement is also important. Aside from criminal liability, which only government 

actors have the power to identify, there are numerous existing enforcement models to consider. The most 

straightforward would be the creation of a new federal agency to enforce the regulations. The implications of 

geospatial data in general, and locational data in particular, are broad enough, and the technology involved 

may be sophisticated enough, to require a new federal agency or a department within an existing agency. 

Alternatively, one or several existing government agencies (e.g., in the U.S., the Federal Trade Commission 

[FTC] or the government procurement system, the Environmental Protection Agency [EPA], the EEOC, or the 

NLRB) could be made responsible for the enforcement of the new regulations. This model follows the logic of 

centering the focus on geospatial data and tracing its implications in domains that are already regulated by 

other agencies (e.g., trade, environment, labor, and health).  

These two avenues should not be seen as mutually exclusive. A new dedicated agency can play a coordinating 

role and simultaneously create overarching regulations, while directly addressing cases or impacts of 

locational data that do not fall under the purview of existing agencies; and existing agencies can regulate 

specific uses and implications of location data within their subject-matter purview. In addition to engaging in 

investigations and prosecutions of violations, agencies also can play an explanatory, educational, and rule-

making function, such as the EEOC has done in the realm of employment. This explanatory role could involve 

pre-existing entities such as the U.S. President’s Council of Advisors on Science and Technology. 
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A point of particular concern in the enforceability of regulations for locational and other forms of digital data 

has to do with the international, and often complex, networks of people, organizations, and technologies that 

underpin the collection, circulation, commodification, application, and analysis of data. This is an obvious 

limitation to an approach focused on national jurisdictions. However, there are at least two parallel 

approaches that can help advance regulation of locational data, and specifically focus on its enforceability. A 

first approach would seek engagement with international and supranational organizations to harmonize 

regulation on locational data across different realms (e.g., the International Telecommunications Union of 

the UN, the ILO, the World Trade Organization, and the European Union). This approach would emphasize 

the harmonization of regulation, while encouraging enforceability at the appropriate level (which in most 

cases would be the national or subnational scales). The second approach would be to craft and enforce 

regulations that would make domestic companies responsible for their international contractors to comply 

with the regulatory high standards in terms of the collection, labor standards, use, commodification, and 

repurposing of locational data. This approach would then seek to ensure that domestic firms can provide 

evidence that the firms, individuals, technologies, and other parties involved in the geospatial ecosystem 

uphold the domestic regulatory standards. This second approach can draw from precedents set by standards 

applied in the case of trade sanctions (where domestic companies are not allowed to do business with certain 

parties), national security (where certain firms or countries are not allowed to participate in particular 

spheres, often considered critical infrastructure), and copyright protection (where users can be limited from 

accessing content, or content can be limited from circulating in particular geographic areas). 

Finally, enforcement may be aided by a “private attorney general system” used under many regulatory 

schemes, such as the EEOC. Under this system, alleged violations can be prosecuted either by the relevant 

agency or by a private individual who was harmed by the unlawful action. This hybrid enforcement system 

avoids some of the problems with under-funded agencies, although it can create enforcement gaps for 

individuals without the resources to hire legal counsel. 

Non-Retaliation 
To ensure the effectiveness of these regulations, it is necessary that governments, companies, and employers 

be prohibited from retaliating or discriminating against an individual, organization, or community for 

asserting a right under these regulations, objecting to an alleged violation of the regulations, blowing the 

whistle on malfeasance, or for formally filing of a complaint with a court or administrative agency about an 

alleged violation. The agency created should have the authority to remedy unlawful discriminatory acts 

through make-whole relief along with compensatory and punitive damages, attorneys’ fees, and other forms 

of affirmative action including injunctive relief. 

Conclusion 
In Goal 3, we have outlined a pathway to greater understanding by citizens, policymakers, and elected 

officials of the general absence of regulations with respect to locational information in and outside the U.S. 

While geoethical guidelines can have a positive impact on the geospatial ecosystem, they are unenforceable 

and by themselves inadequate in the face of the rapid growth in geospatial technologies. 

The pathway that we advocate rejects today’s deregulatory environment in the geospatial ecosystem. We 

have proposed the adoption of a regulatory structure that would include core principles derived, in part, 

from European privacy regulations, the California Consumer Privacy Act, and court decisions in the United 

States and the European Union. 

A viable enforceable regulatory system is necessary to ensure that geospatial technology does not exacerbate 

preexisting power imbalances or is used to deprive actors of human and labor rights, domestically and 
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internationally. The core principles of a regulatory regime are: Accountability; Public Participation; Resources; 

Informed Consent; Legitimacy; Necessity; Proportionality; Universality; Prohibitions; Objections; Security; 

Erasure; Negotiability; Reassessment; Enforceability; and Non-Retaliation. 

An effective system will require a new federal agency, or subdepartments within existing agencies, to enforce 

the regulatory principles and make assessments of firms in the geospatial ecosystem. The administrative 

structure would have primary responsibility to promulgate and enforce rules and standards pursuant to the 

core principles of the regulatory system governing the geospatial ecosystem. It would hear and determine 

alleged violations of the rules and standards, and remedy those violations with injunctive relief, 

compensatory and punitive damages, attorneys’ fees, and other forms of affirmative action. 

We recognize that the proposed regulatory system will be strongly resisted by economic and commercial 

interests that would prefer to maintain the present deregulatory status quo. Maintaining the current self-

regulatory regime, however, is not an option. It will only further diminish human and labor rights and will 

thwart the goal of achieving geoethics. 

The development of a regulatory system will require a national discussion about the issues raised in this 

white paper about locational information. A first step would be congressional or state legislative hearings to 

examine the details of legislation that encompass the essential regulatory parameters set forth above. 
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GOAL 4: Towards Ethical Principles and Best Practices for Inclusion 

throughout the Lifecycle of Technologies Related to Location and 

Privacy 
Locational information and its implications reach into the lives of every human and the more-than-human 

world. Location technologies have disproportionately impacted historically marginalized communities. At the 

same time, these communities are rarely included in creating these technologies, are less likely to be 

informed about the risks and consequences, and typically have fewer remedies available to combat injustices 

and harm caused by these technologies. This disparity occurs at all levels: countries, communities, and 

individuals (macro, meso, and micro) (Abbas et al., 2022). 

To increase dialogue with non-traditional and indirect GIS stakeholders and increase collaboration between 

academic, public, and private sectors on the use of locational information, Summit participants developed 

background, examples, and recommendations. Collectively, this forms a pathway, which should include 

significant engagement from stakeholders throughout the process and should be considered throughout the 

lifecycle of technologies related to location and privacy. Here we examine ten examples of how location 

technology impacts our daily lives and raises public awareness on ethical issues, followed by twenty 

recommendations for the GIS community. 

We acknowledge that individuals, communities, and groups have been and continue to be excluded from 

structures of power, decision-making, and self-determination, and experience barriers to accessing 

resources, participation, justice, equity, and inclusion. “Marginalized,” “underserved,” and “diverse” are 

frequently used terms to refer to these communities collectively. In this section, we have chosen to use 

“marginalized” to emphasize that exclusion has been at least in part a deliberate strategy of colonialism and 

political control, despite the rights and efforts of these heterogeneous communities to achieve just and 

equitable participation. 

Introduction 

The Summit and the series of webinars that led up to it have made a host of ethical and regulatory issues 

visible. Some issues, such as diversity, equity, and inclusion, clearly span all communities and all applications 

of geospatial technologies, but others seem much more narrowly relevant. The issues that rise to the top in 

interactions with Indigenous GIS users, for example, may be very different from those deemed necessary in 

non-indigenous business analytics. 

One of the goals of the Summit was to explore non-traditional engagement and increase collaboration 

between academic, public, and private sectors. In many ways, this goal captures the spirit of the Summit and 

its aim at developing a conversation that extends well outside the normal limits of the GIS community or 

even the normal limits of academic geography. While there have been many attempts over the years to 

introduce more discussions of the societal and ethical implications of geospatial data and technology, these 

efforts have typically focused on the relationship between GIS and the broader community of academic 

geographers, with the development of themes that include Critical GIS, Alt-GIS, Humanistic GIS, and GIS/2, as 

well as efforts to build interest in the more human-oriented side of GIS research through Public Participation 

GIS. 

Goal 4 represents a significant expansion of these efforts and is driven by an acknowledgment that the 

geospatial technology community must interact with non-traditional and indirect geotechnology 

stakeholders. In the past, the GIS community has had only limited success in its interactions with the private 
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and public sectors. However, the current wave of interest in diversity, equity, and inclusion following the 

protests in the U.S. during the summer of 2020 has opened new opportunities for interaction. Moreover, 

virtually all human activities now engage to some extent with geospatial technology, raising ethical concerns 

that are no longer limited to a small community of experts. 

We also noted the limitations of inclusion in our Summit. While our Summit included academics, lawyers, and 

representatives of non-profits and corporations, it did not have representation from some of the 

communities most affected by location technologies. Here we acknowledge that limitation. As an initial step 

toward remedying this problem, we offer examples of the impacts of location technologies on historically 

marginalized communities. We then attempt a series of recommendations for the geospatial technology and 

locational data community, both public and private, to better include these communities throughout the 

lifecycle of location technology development, analysis, and deployment.  

History 

Many aspects of modern location technology, such as the determination of longitude, originated in the 

logistical needs of European colonialism, specifically the needs for navigation and transportation. 

Technologies developed for those purposes centuries ago created path dependencies that continue to steer 

technology in particular directions, foreclosing other options. Mohamed, Png, and Isaac (2018) argue that the 

"coloniality of power can be observed in digital structures in the form of socio-cultural imaginations, 

knowledge systems, and ways of developing and using technology… based on systems, institutions, and 

values that persist from the past and remain unquestioned in the present" (p. 7).  

In this Summit, the participants were aware of the necessity of a humanistic reflection upon locational 

information's lifecycle: humanistic reflection can help us to examine the often-ignored public interests of 

people from communities that have been excluded from decision-making and power structures (Figure 1). 

Specifically, there are five primary data actors in the lifecycle of locational information: Place, Initiator, 

Generator, Interpreter, and User. Each data actor can be human, non-human, institutional, or even beyond. 

This lifecycle of locational information also demonstrates the perception and praxis loop in the human–

environment interaction. An Initiator (often a human actor) perceives a Place through the Generator (often a 

non-human actor). At the same time, a User influences the Place with the newly learned knowledge from the 

representation of locational information. 

This lifecycle implies that locational information is not just in the form of digits or representations (e.g., a 

map); it can also maintain itself as an intention, a mechanism, or power. In this regard, locational information 

does not exist in one form; it varies freely across the five primary forms, and the momentary form depends 

on how interaction occurs with locational information; locational information is a mirror of its involved data 

actor and the Place. It is essential to pay extra attention to how different marginalized communities are 

mediated by locational information, but we also should not assume that there is a uniform mediation of 

locational information. Also, in the lifecycle, different involved members of the public have different 

interests. For example, the Place owner has the right to allow or forbid people to generate locational 

information from the owned Place. 
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Figure 1. Lifecycle of locational information, see text for explanation.  

The five elements of the lifecycle are defined as follows: 

Place: where a data actor initiates the locational data generation. This Place can be owned by the 

government, the private sector, community, or individuals. Sometimes, an Initiator may spoof his or 

her location via a virtual private network (VPN).  

Initiator: a human or non-human actor whose position was captured by the Generator.  

Generator: usually a computer system (a non-human actor) that can produce locational information 

containing the geographic coordinates (e.g., latitude and longitude). A Generator can be a GPS 

logger, location-based app, or geocoding service. 

Interpreter: a human (e.g., researcher, government agent, GIS developer) or non-human actor (e.g., 

Esri COVID-19 dashboard; or SafeGraph, which synthesizes mobile phone pings and redistributes 

them for profit) who interprets or redistributes locational information into a new format, such as a 

database, a map, or a geovisualization.  

User: a human or non-human actor (e.g., a delivery bot that can navigate itself to the destination 

based on a database of locational information) who utilizes the locational information.  
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Examples of forbidding Place visitation include setting no-trespass areas and no-fly zones. If the Place owner 

allows others to collect the locational information of the Place, the Place owner should receive incentives; 

the Initiator has freedom of speech (to generate accurate location and to spoof location); the ownership of 

the locational information; the right to protect privacy or not to protect it; the right to be forgotten; the right 

to trace the distributed locational information on other platforms; the right to have the final say in whether 

the information should be kept or deleted; and the right to make a profit from exchanging or selling 

locational information. The User has the right to know the truth: in particular, the user has the right to access 

the context and the trustworthiness of locational information so that no harm will be caused to other data 

actors. 

Examples 

Typically, some public or private good is advanced by technology but that can come at the expense of a 

community or individual. Those most negatively impacted often are unaware of the impact or have little 

individual or collective power to overcome corporate or state actors deploying the technology. Here we offer 

ten examples to illustrate real-world cases. 

Example 1a: Amazon Warehouse Workers 

Amazon regularly tracks its warehouse workers through various methods to boost production efficiency. The 

effort to optimize efficiency comes at the expense of workers' rights and has fueled unionization efforts. 

Location technology boosts the production potential at the expense of individual rights.  

https://www.washingtonpost.com/technology/2021/12/02/amazon-workplace-monitoring-unions/  

Example 1b: Prime  

Apart from the cultural biases discussed above, other biases emerge from other social factors, such as for 

individuals who are members of small social groups, as their social roles and social status can be more visible. 

A good example is Amazon's algorithm that decided to exclude certain geographical areas from its same-day 

Prime delivery system based on whether a particular zip code has sufficient Prime members, the availability 

of a nearby warehouse, and eligible workers willing to deliver to those areas. Although profit motivations 

drove it, this resulted in the exclusion of under-resourced economic and social areas—predominantly African-

American neighborhoods in the U.S. context, as reported by Bloomberg and numerous other news outlets in 

2016.  

https://www.bloomberg.com/graphics/2016-amazon-same-day/ 

Example 2: Microsoft's "Avoid Ghetto" App 

In 2012, Microsoft released an app that allowed users to avoid high crime areas when traveling by foot. 

Creating safe passage is a helpful feature for pedestrians; however, the impact on communities and the 

methods used to generate the recommendations have real-world implications for the avoided communities. 

Depriving communities of revenue may reinforce the economic conditions which led to the classification in 

the first place. This assumes that the algorithm is accurate and unbiased—a problem that may create the 

conditions it claims to avoid.  

https://grist.org/cities/microsofts-avoid-ghetto-app-is-kind-of-gross/  

https://www.washingtonpost.com/technology/2021/12/02/amazon-workplace-monitoring-unions/
https://www.bloomberg.com/graphics/2016-amazon-same-day/
https://grist.org/cities/microsofts-avoid-ghetto-app-is-kind-of-gross/
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Example 3: Period Tracking Apps Post-Roe v. Wade 

In the aftermath of the recent Supreme Court decision to overturn Roe v. Wade, there has been a renewed 

emphasis on the risks of period tracking apps. These apps contain data the authorities can access to support 

criminal investigations and geolocate individuals. Broader risks are posed by geolocation technologies 

embedded in all mobile phones, which support the collection and storage of locational data by cloud and 

cellular providers. 

https://www.huffpost.com/entry/delete-period-trackers-apps-abortion_l_62b5ebf8e4b0cdccbe6b1a06  

Example 4: Transborder Immigrant Tool  

The Transborder Immigrant Tool is a mobile phone application developed in 2007 by Electronic Disturbance 

Theater (EDT) 2.0/b.a.n.g. Lab, which would use GPS to lead immigrants crossing the U.S./Mexico border to 

caches of water hidden in the desert while also delivering poetry to them to ease their mental health during 

the journey. By 2010, the project became so controversial that it was investigated by three Republican 

Congressmen, the Federal Bureau of Investigation (FBI) Office of Cybercrimes, and the University of 

California, San Diego, where one of the artists, Ricardo Dominguez, was an associate professor in the 

Department of Visual Arts. 

https://anthology.rhizome.org/transborder-immigrant-tool  

Example 5: Combined Homelessness And Information Network (CHAIN) and the U.K. Home 
Office 

In 2015, the Office of the Mayor of London funded a database—the Combined Homelessness And 

Information Network (CHAIN)—to be administered by St. Mungos, a large homeless charity, and granted 

access to the Greater London Authority. Charity outreach workers established a listing for each homeless 

person, with their name, gender, age, special needs, unhoused history, and, importantly, their regular 

location and nationality.  

In May 2015, the Greater London Authority gave permission to the U.K. Home Office to access the CHAIN 

database without consultation with St. Mungos. The U.K. Home Office used those data to go to the regular 

locations of non-U. K. nationals and either voluntarily or forcibly deport those individuals.  

"A leading homelessness charity passed key information about migrant rough sleepers to Home Office 

enforcement teams and may well have done so without their consent." (The Guardian - Taylor, 2018) 

"The app [is] analogous ‘to border guards knocking on every door in the U.K. and forcing E.U. nationals to 

show documentation.’" (Forbes - Brewster, 2018) 

https://doi.org/10.1080/24694452.2019.1665493 (Dalton et al., 2020)  

Example 6: Location Trackers used for Stalking 

Products and features that integrate and rely on locational information are used to monitor, harass, and 

control people who are the targets of gender-based violence, including stalking, domestic violence, and 

human trafficking. While there are some purpose-built stalking tools, most of the tools used for stalking are 

readily available: standard technologies like smartphones, small location trackers for keys or wallets, apps, 

social media, and cloud-based accounts (e.g., features to find a lost phone). Due to the variety of 

technologies that include locational information, it can be challenging for survivors of gender-based violence 

to determine how they are being tracked and how best to respond. 

https://www.huffpost.com/entry/delete-period-trackers-apps-abortion_l_62b5ebf8e4b0cdccbe6b1a06
https://anthology.rhizome.org/transborder-immigrant-tool
https://doi.org/10.1080/24694452.2019.1665493
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https://www.theguardian.com/technology/2022/jan/20/apple-airtags-stalking-complaints-technology  

Example 7: Standing Rock 

In the Stand with #StandingRock cyberprotest, Facebook users from over the world falsified (spoofed) their 

online locations (check-ins) to support tribes at Standing Rock to preserve their territories that would be 

damaged by a crude oil pipeline.  

https://www.theguardian.com/us-news/2016/oct/31/north-dakota-access-pipeline-protest-mass-facebook-

check-in 

Example 8: Food Delivery 

GIS engineers at big tech companies (e.g., Yelp, Uber, DoorDash) added race to the locational information of 

Black-owned restaurants with the intent of supporting Black communities after the murder of George Floyd. 

Although this support from GIS engineers was motivated by goodwill, studies show this campaign did not 

help the Black community in the long run and incurred racist comment (Huang et al., 2022).  Tracking and 

racializing location data in the course of business transactions can have unintended effects and produce harm 

on vulnerable communities even when it is intended to help them. 

https://www.tandfonline.com/doi/full/10.1080/24694452.2022.2095971  

Example 9: Uber and Lyft Pricing 

Machine learning (ML) can be used to set differential pricing for the same product considering the affluence 

of a suburb, including whether residents live in a particular suburb dominated by prime customers who are 

primarily white (Akter et al., 2022). For instance, Uber and Lyft have been receiving criticism for racial bias as 

they were using ML algorithms to determine fares based on the suburb status of riders. Using transport and 

census data in Chicago with more than 100 million trips between November 2018 and December 2019, 

scholars at George Washington University found that Uber and Lyft charged a premium price where pick-up 

or destination suburbs were predominantly populated by ethnic minorities compared to white residents 

(Pandey & Caliskan, 2021). 

https://www.usatoday.com/story/tech/2020/07/22/uber-lyft-algorithms-discriminate-charge-more-non-

white-areas/5481950002/  

Example 10: Strava and Military Tracking 

In 2018, Australian university student Nathan Ruser discovered a security threat through the fitness app 

Strava. The app allows a user to access a global heatmap to show a network of athletes. However, the map 

showed very clearly sensitive information, including military personnel's locations and running routines at 

bases in the Middle East and other conflict zones, posing a global security threat. 

https://www.katinamichael.com/media/2018/2/2/the-new-visibility-open-intelligence-location-data-

voluntary-crowdsourcing  

Recommendations 

Here we offer 20 recommendations to the geospatial technology and locational data communities to 

consider when engaging in any aspect of the lifecycle of location technology projects. As a group of 

researchers and professionals, we have grappled with these issues in our practice. This set of 

recommendations is based on our experience, which we recognize as limited. As such, we see these 

https://www.theguardian.com/technology/2022/jan/20/apple-airtags-stalking-complaints-technology
https://www.theguardian.com/us-news/2016/oct/31/north-dakota-access-pipeline-protest-mass-facebook-check-in
https://www.theguardian.com/us-news/2016/oct/31/north-dakota-access-pipeline-protest-mass-facebook-check-in
https://www.tandfonline.com/doi/full/10.1080/24694452.2022.2095971
https://www.usatoday.com/story/tech/2020/07/22/uber-lyft-algorithms-discriminate-charge-more-non-white-areas/5481950002/
https://www.usatoday.com/story/tech/2020/07/22/uber-lyft-algorithms-discriminate-charge-more-non-white-areas/5481950002/
https://www.katinamichael.com/media/2018/2/2/the-new-visibility-open-intelligence-location-data-voluntary-crowdsourcing
https://www.katinamichael.com/media/2018/2/2/the-new-visibility-open-intelligence-location-data-voluntary-crowdsourcing
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recommendations as a start of a conversation, and we invite each reader to add their voice and experience to 

what we hope will be a growing list of guidance for our community. 

Recommendation 1: Explore Community Collaboration 

Working with communities that have not historically been included in GIS projects, discuss new models for 

collaboration. Avoid "parachuting in" to short-term, one-off projects. Instead, build relationships that last 

across projects and support the capacity of communities to participate and even take leadership on GIS 

issues in the future. When initiating collaborations with communities, inquire into the solutions or 

approaches they have already developed and may have used for years (or centuries). Do not assume that 

thinking "geographically" is entirely new to these communities. 

Recommendation 2: Explore Corporate Collaboration 

Engage with big tech companies producing locational information (e.g., Google Maps, Apple Maps, 

Foursquare, Yelp). Through such collaborations, on the one hand we learn how these software developers 

design the product and whether locational information has been processed appropriately. On the other hand, 

researchers work as a bridge to connect tech companies with public users. 

Recommendation 3: Publish Findings and Disseminate Broadly  

Researchers should aim to make research results digestible by as many people as possible. When calling for 

papers, think about asking paper authors to provide a half-page summary written in a way that almost 

everyone comprehends. Note that reaching out to historically marginalized communities may subject your 

research goals to their needs, for example in collecting different types of data, using specific platforms to 

gather information, or publishing in the popular press. 

Recommendation 4: Diversify Your Network 

It matters who is in the room. Be aware of the teams you build and the panels you agree to be on. Is the 

panel or attendee list sufficiently diverse? If not, make recommendations for how the panel might be 

diversified. Avoid tokenizing and shallow diversity. Allow people to bring a colleague of their choice to build 

diverse networks and provide support for participation. 

Recommendation 5: Marginalized Communities are not Monolithic 

Communities vary, and care should be taken to avoid transposing views from one group onto another. 

Embracing this concept requires the identification of communities that should be engaged, considering when 

each community should be engaged, and an overall strategy for respectful interaction. 

Recommendation 6: Be Good Allies to Historically Marginalized Communities 

Listen! Sometimes outreach approaches ask the people and communities to share their place-based stories 

and lived experiences of locational information. These requests may place an emotional or psychological 

burden on people who have already experienced enormous difficulties. So, it is important to listen when 

those stories arise, and to be clear about how that sharing will shape future decisions and projects. In 

addition, a good ally should consciously avoid undermining the credibility or validity of the story. 

Recommendation 7: Minimize Bias in Data 

Big geospatial data can be used for many unique applications because they provide measurement over large 

areas. However, these data are often biased in favor of people who already have technology access. For 

example, the proliferation of data generated by mobile apps and cell phones is biased toward people with 
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phones and data plans. Children of a certain age, the elderly, and unhoused people are examples of groups 

that are not captured in cell-phone-based datasets. It is important to evaluate who is included and excluded 

in any data sample and interrogate how that might impact research results and findings. 

In some cases, the bias can be acknowledged in the communication of the work, but more often, it is critical 

to take the time to recognize and reveal bias in data and correct for bias if possible. GeoAI, which can be used 

to computationally debias through training on known data, provides a helpful approach to accounting for bias 

in some cases. In other cases, the bias is just too significant, and the harm of doing the research are too great 

because the knowledge generated may reinforce the perspectives of people with power at the expense of 

people who lack access. It is always important to consider how the results could amplify pre-existing biases or 

widen access and social equity gaps. 

Recommendation 8: Encourage Interpretation from Different Perspectives 

Encourage different ways of interpreting the experimental results based on the same dataset. Whenever 

possible, include interpreters from different groups to ensure that harm is reduced as much as possible. Be 

particularly considerate about the generalization of (potential) causal relationships across different groups of 

people. 

Recommendation 9: Model Limitations in Models 

Acknowledge the limitation of inference capabilities and functionalities for under-represented groups. Like 

the section on "Code and Availability" required by most academic journals, perhaps we should encourage 

researchers to add a section elaborating on the Diversity, Equity, and Inclusion (DEI) of their work (not about 

how their team is diversely composed, but more on how their work follows DEI principles and what 

limitations they already identify in terms of DEI, and how they protect geoprivacy of their subjects [humans 

and animals]). 

Recommendation 10: Evaluate Research Questions 

We need to include geographic communities even before we conduct research, collect locational data or 

build our apps. We need to include communities in the questions we develop. For example, a common goal 

in active transportation is to increase access to bicycling infrastructure for low-income people and 

communities of color. In these cases, access tends to be defined based on proximity and may be articulated 

as aiming to increase the percentage of people that live within 0.5 km of a bike lane. Standard proximity-

based measures of accessibility are idealized and assume that being near something means you can access it. 

In reality, access is more complex. Realized access is informed by various factors that condition the 

relationship between proximity and access. Bicycling accessibility may be influenced by racialized encounters 

with police-based traffic enforcement, the ability to purchase a bike, or the availability of secure parking. 

Realized accessibility must include connectivity; living near a bike lane is only beneficial if it connects to 

destinations that matter to the cyclist. 

Recommendation 11: Include Ethics in Peer Review 

Given this history of geography and mapping, like many other fields of research and practices, we are 

accountable for historical harm. At a minimum, every review should include a paragraph on ethics and equity, 

and ideally should weave these considerations throughout. Along with considering if research violates 

assumptions of a regression model, we could consider if the research is increasing or decreasing social 

justice. If we approach our work with humility, we can find a way to be open to critique and work toward 

increasing the standard of ethics and our support for equity. If journals and granting agencies asked every 

reviewer to consider issues of ethics and equity, how would our practices shift? What could we learn about 
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how we are doing our work? We also should suggest that our journals and granting agencies add these 

statements and our supervisors reward ethical behavior, especially as increasing diversity can slow research. 

Recommendation 12: Be Humble 

Always be aware of intersectionality within and among marginalized communities, how multiple structures of 

inequity overlap to impact communities, and advocate for a multicultural environment when locational 

information is used. Acknowledge the limits of one’s knowledge and experience and one’s positionality. 

Balance an openness to listen to the community with efforts to educate about their history, practices, and 

values. This approach will help avoid burdening that community with unnecessary emotional labor. Listening 

should be accompanied by doing what we can to address issues of importance to communities. 

Recommendation 13: Fund Research that Engages Communities  

For research to be more inclusive, it must engage and empower underserved communities beyond its 

traditional user base. This approach requires the provisioning of financial, technological, and material 

resources that support the development of more community-driven, community-designed research. This 

approach does not do away with basic, curiosity-driven research but rather aims to make space for research 

that responds to communities' needs, geospatial and otherwise. Whereas a great deal of geospatial research 

focuses on outreach and dissemination, funding agencies could support exploratory meetings that go to a 

community to find out what they might be interested in doing with geotechnology and then pursue research 

that helps realize their objectives. An evaluation schema also should be implemented to judge if funded or 

to-be-funded research has geoethical issues. This could include whether the locational data are collected 

appropriately, whether the findings should be extendable to other communities beyond the one(s) where 

data were collected, and whether the research involved diverse communities. 

Recommendation 14: Diversify Pathways 

Research and practice in locational data often draw on the powerful skills of GIScience. Diversifying paths to 

enter the field of GIScience can provide a mechanism for diversifying the people involved. Like all STEM 

fields, traditional GIScience training stacks knowledge on prerequisite understanding and requires a linear 

pathway through education. The more mechanisms we can create for entering the field, the more 

opportunities we create for students to find their way into and to join GIScience. Online learning, boot 

camps, summer schools, and degrees that vary in depth and application all have a role to play. At Arizona 

State University, when the School of Geographical Sciences and Urban Planning offered online geography 

degrees, the number of Black majors tripled, highlighting how new pathways can support diversity. The 

systems we use for training are wonderful for some people, but it is time to add to them and get creative 

about where we value GIScience training.  

Recommendation 15: Commit to Deeper Stakeholder Engagement  

Advancing geospatial technologies and locational data handling as both a theoretical and technical practice 

requires engaging all stakeholders continuously. Such engagement can be pursued virtually and in person, 

from venues ranging from community forums to international conferences. Participation should not be 

limited to an event but should begin with planning and continue through interpretation, implementation, 

communication, and evaluation. Financial resources are necessary to ensure that representatives of 

underserved communities can afford to engage, both in terms of time and money. We also must be mindful 

that unequal power relations are not automatically addressed through engagement methods alone. 
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Recommendation 16: Support Geospatial Organizations Led by Underrepresented Groups 

A variety of organizations run or support groups underserved in the fields of geotechnology and locational 

data. NorthStar of GIS, African Women in GIS, and Black Geographers are just some examples of 

organizations that merit support. For example, NorthStar of GIS offers anti-racism training and brings a GIS 

lens to its offerings. Following these organizations and diverse scholars and professionals on social media is 

an easy way to hear more about the perspectives of underrepresented members of the GIScience community 

without asking individuals to do more work. 

Recommendations 17: Increase Accessibility of Research and Data 

There are many barriers to entering the fields of geotechnology and locational data. Like many STEM fields, 

GIS is technical and requires specialized knowledge, leading to exclusion. There are a lot of ways to make 

research more accessible. Open science and sharing data and code is a first step in increasing accessibility. 

Deploying methods in easy-to-use software can also improve the accessibility of data and methods. However, 

this may restrict use to those who can afford the software unless it is also open software. Researchers should 

consider ways to share results with a broader audience, including blogs or op-eds that showcase findings, and 

how geospatial data and methods are advancing scientific understanding. There are pros and cons to the 

mechanisms used to make research accessible, but various approaches will help to ensure broadened 

participation. 

Recommendation 18: Hold Spatial Fundamentals Close to the Heart 

Spatial data analysis is not for the faint of heart. There is a lot to keep track of when conducting analyses and 

making inferences: the modifiable areal unit problem, ecological fallacy, spatial heterogeneity, and the 

relationship between spatial pattern and process. As geospatial data and the use of analytics proliferate, so 

too does the potential for misuse or error. Critical issues like Openshaw's modifiable areal unit problem 

(MAUP) and the ecological fallacy will fundamentally influence the results and interpretation of the analysis. 

Different findings can be generated from the same phenomena mapped in different ways, which means that 

we should carefully consider how we represent data and be clear about the limitations. Spatial 

heterogeneity, or variation across geography, means that relationships observed in one location could be 

different at another location. As a result, caution is required when generalizing across space. Another 

challenge is that spatial patterns and processes have a one-to-many relationship. Many different spatial 

processes can lead to a particular spatial pattern, and as a result, it can be challenging to tease out causality 

when analyzing patterns. Fortunately, there is plenty of good literature to help minimize inferential error 

when working with geospatial data. 

https://www.esri.com/arcgis-blog/products/arcgis-pro/mapping/ethics-in-mapping/  

Recommendation 19: Ethical Implications of Research 

Researchers should consider the ethical implications of their research and, if the harm outweighs the 

benefits, whether the research should be pursued in the first place. People in fields that rely on geospatial 

methods should foster open debates about whether research and applications should refrain from specific 

uses. For instance, there is an ongoing debate in computer vision and AI as to whether facial recognition 

research brings about more harm than benefits. Some researchers take the view that it is acceptable for the 

research to proceed so long as informed consent is sought from participants (who, in the case of facial 

recognition research, agreed to have their photographs taken or repurposed). However, others assert that 

such research is inherently unethical because of the potential for facial recognition technology to be used to 

harm populations, especially marginalized ones. While locational data do not invite as much controversy as 

https://www.esri.com/arcgis-blog/products/arcgis-pro/mapping/ethics-in-mapping/
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facial data, this may be because the data are already ubiquitous. However, preexisting ubiquity does not 

mean that we should cease debate over the ethics of using locational data in the first place, along with its 

myriad applications. GIScience should face these issues head-on and be at the forefront of predicting ethical 

debates and controversies, both in and beyond research, rather than reacting to such issues only after they 

arise. 

https://ethicalgeo.org/locus-charter/ 

Recommendation 20: Build GIS Allyship 

Within the field of GIScience, GIS Allyship is a mechanism used by researchers to become better 

collaborators, accomplices, and even co-conspirators to underserved populations and work together to fight 

against the spatial and social injustice and inequality caused by the use of locational information.  

Conclusion 
The participants at the Summit included researchers and professionals who grapple with issues of geospatial 

technology and locational data in practice. Examples and recommendations are offered here in the hope that 

they acknowledge our past and will help lead to a better future. This report is based on our collective 

experience, which we recognize to be limited. As such, we see these recommendations as the start of an 

ongoing conversation. We invite each reader to add their voice and experience to what we hope will be a 

growing list of guidance for our community. 

https://ethicalgeo.org/locus-charter/
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Afterword 
This white paper comes from the collaborative contributions of participants at our Summit who were brought 

together by a common concern for the uneven ethical, legal, and social implications of locational 

information. These concerns need wider recognition by many stakeholders because of the increased use of 

locational information across applications and disciplines. 

We are committed to incorporating the recommendations covered in this white paper in our work, and 

actively encourage our colleagues to do so. We will continue to improve our understanding and practice in 

this area. This white paper incorporates a range of opinions and recommendations; we refer the reader to 

each section for the full discussion. We will seek to share these recommendations with heterogenous 

audiences, domestically, internationally and with non-traditional and indirect GIS stakeholders, to enhance 

the dialogue over location data and the public interest, the integration of location ethics into curricula, the 

development of an enforceable regulatory regime concerning location technologies, and to increase 

collaboration between academics, policymakers, and the public and private sectors on the use of locational 

information. We will respectfully listen and respond to critiques and contributions from non-traditional 

partners and historically marginalized communities. We will also reflect on how the Summit that led to this 

white paper had weaknesses, and we hope the measures offered here will improve future summits and 

projects. 

Our Summit was intended to be diverse in perspectives and disciplines, and although we were able to gather 

social scientists, computer scientists, humanists, and legal scholars and professionals, this gathering still did 

not fully represent the perspectives and stakeholders needed to make any final statement or directive on this 

evolving issue. This white paper does not serve as a review or assessment of past work on this subject. 

Instead, it serves as a set of recommendations for continued and collaborative work in the coming years 

targeting different audiences, and to build dialogue with additional perspectives and stakeholders. We hope 

that anyone reading this white paper will take an interest in acting on or adding to these recommendations,  

including the urge to take leadership in building dialogue or in addressing any of the gaps identified. 
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Appendix A: Summit Agenda 

Locational Information and the Public Interest 

Scope of the Summit 

The main outcome for the Summit will be in the form of a white paper bringing together scholars and 

professionals in a breadth of disciplines throughout the humanities, social and computer sciences (such as 

Geography, Data Science, Digital Humanities, Computing, Political Science, Sociology, and Legal Scholarship). 

The white paper will cover: 

• Introduction and context 

Responsible for section draft: Michael Goodchild and Gary Langham 

 

1. Goal 1: A research agenda on locational information and the public interest. Given the committee’s 

background, the agenda would include research questions that go across disciplines. 

Responsible for section draft: Mei-Po Kwan and Katina Michael 

Audiences: Academic scholars will be an important audience for the research agenda. 

 

2. Goal 2: An outline for educational materials and training goals deemed newly essential for students 

and practitioners to acquire about the ethics of locational information in order to grasp the social 

implications of innovation, particularly for those entering or in the location-based services industry. 

The materials and goals should target anyone who does or (likely will) make use of locational data, 

which is an audience that crosses disciplines (geographers, computer scientists, data scientists, and 

more). 

Responsible for section draft: Krzysztof Janowicz and Jeremy Crampton 

Audiences: Educators will be an important audience here. Certifying bodies, such as GISCI and 

others, could be an important partner in terms of implementing training goals at a larger scale. If 

goals are implemented, GIS professionals, geospatial data scientists, and students across disciplines 

would become beneficiaries, as well as their employers. 

 

3. Goal 3: A pathway that could lead to better “public” understanding of federal and state regulations 

around locational information in and outside the U.S. The pathway should include “which publics” to 

strategically prioritize and how to engage them in order to help build broader awareness and agency 

about federal and state regulation. 

Responsible for section draft: William Herbert and Richard Appelbaum  

 

4. Goal 4: A pathway that could lead to increased dialogue with “non-traditional and indirect GIS 

stakeholders” and increased collaboration between academic, public, and private sectors on the 

use of locational information. The pathway should include “which stakeholders” to engage and what 

can support new collaborations. 

Responsible for section draft: Katina Michael, Michael Goodchild, William Herbert, and Gary 

Langham 
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Summit Roles 

All Summit participants will contribute to this 3-day summit by sharing their perspective, thoughts, and ideas 

on Locational Information and the Public Interest. This summit brings a breadth of disciplines and sectors 

together, which means all participants are encouraged to interrupt at any time to make terms or definitions 

used more explicit and make sure we talk the “same” language. Each participant is also prompted to serve an 

additional role to support the development of the outcomes of the summit: 

• Note-taking role - As a participant in a note-taking role, you will play a key role in days 1 and 2 of the 

summit to make sure thoughts from participants (including yours) are represented in the final 

summit outcomes. Ideally notes are as concise as they can be, while containing the set of thoughts 

that were represented. Rather than taking word-for-word notes of each participant’s comments, 

note-takers will use their best judgement to capture new/added thoughts that are brought up. Each 

note-taker will focus on one of the 4 Summit Goals. To prepare for the summit, they will familiarize 

themselves with the written perspectives already shared by participants related to this summit goal. 

During the summit, they will engage in discussions related to that summit goal while capturing any 

new/added thoughts that are being brought up. 

 

Participant Rui Zhu will be the lead note-taker and provide guidance to all note-takers throughout the 

summit to aim for consistency. Even though several participants will fill a note-taking role, each summit 

participant will be responsible to help capture a thought, perspective or idea they brought up in the summit’s 

joint notes. 

 

• Panelist role - As a participant in a panelist role, you will play a key role in day 1 or 2 of the summit 

to advance and expand the initial thoughts shared by the organizing committee. As a panelist you 

will be invited on a panel that focuses on one of the 4 Summit Goals. To prepare for this panel 

(unless panel co-chairs have already communicated otherwise with you), you will read the 

“perspective” the panel co-chairs wrote related to that summit goal and prepare a written 

commentary that advances or expands their ideas based on your perspective. During the summit, 

you will present your commentary during the panel session and further engage in a panel discussion. 

By Sunday, June 26, at noon PT, please email us your written commentary (maybe 1 page). If you 

have prepared presentation slides, email those to us as well at the same time (preferably as a PDF 

document, but a PowerPoint document will work as well). 

 

• Moderator role - As a participant in a moderator role, you will play a key role in day 2 and 3 of the 

summit to advance and expand the initial thoughts shared on day 1. As a moderator you will lead 

discussion groups that focus on one of the 4 Summit Goals. To prepare for these discussion groups, 

you will read the perspective and commentaries panelists wrote related to that summit goal and 

prepare a few discussion questions that could help advance or expand these ideas further. During 

the summit, you will initiate and moderate the discussion, while making sure to track time. 
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Summit Agenda (U.S. Pacific Time) 

Happy Hour (Sun, June 26) 

We suggest that you go down to the complimentary happy hour at the Upham (roughly, 5 p.m.), and perhaps 

organize to eat dinner with other meeting participants who are there. 

Summit Day 1 (Mon, June 27) 

The goal is for everyone to get on the same page about goals 1, 2, and 3 of the white paper, and get the 

general thinking present in the room. 

08:30 am - 10:00 am 

Garden Room 

Welcome by Gary Langham and Michael Goodchild 

• 30 min. Share background about the Summit (formation and webinar series) 

and pre-recorded video by Dawn Wright 

• 40 min. Welcome the audience and go around the room 

• 20 min. Share Summit goals 

10:00 am - 10:30 am Break 

10:30 am - 12:00 pm 

Garden Room 

Panel on Potential Pathway that Could Lead to Better ‘Public’ Understanding of 

Federal and State Regulations” (Summit Goal 3) 

• 30 min. Panel co-chairs William Herbert and Richard Appelbaum share 

perspective 

• 5 min. Renée E. Sieber shares commentary 

• 5 min. Jeffrey Hirsch shares commentary 

• 25 min. Panel co-chairs moderate panel discussion  

• 20 min. Panel co-chairs moderate discussion with the broader audience 

12:00 pm - 01:15 pm Lunch (Louie’s) 

01:15 pm - 02:45 pm 

Garden Room 

Panel on a Potential Outline for Educational Materials and Training Goals (Summit 

Goal 2) 

• 25 min. Panel co-chairs Jeremy Crampton and Krzysztof Janowicz share 

perspective 

• 5 min. Victoria Fast shares commentary 

• 5 min. Joseph Kerski shares commentary 

• 5 min. May Yuan shares commentary 

• 5 min. Clancy Wilmott shares commentary 

• 25 min. Panel co-chairs moderate panel discussion  

• 20 min. Panel co-chairs moderate discussion with the broader audience, 

including revisiting Toolbox Dialogue Initiative (TDI) prompts (TDI prompts 

coming soon) 

02:45 pm - 03:00 pm Break 
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03:00 pm - 04:30 pm 

Garden Room 

Panel on a Potential Research Agenda for Locational Information and the Public 

Interest (Summit Goal 1) 

• 30 min. Panel co-chairs Katina Michael and Mei-Po Kwan share perspective 

(virtual) 

• 5 min. Luis Alvarez Leon shares commentary (virtual) 

• 5 min. Mia Bennett shares commentary 

• 5 min. Bo Zhao shares commentary 

• 25 min. Panel co-chairs moderate panel discussion  

• 20 min. Panel co-chairs moderate discussion with the broader audience 

04:30 pm - 05:15 pm 

Garden Room 

Board Room 

Coach Room 

Brief Discussion Groups (Preparation for Day 2) - Participants will be broken out into 

3 discussion groups that will be relevant for Day 2. They will take 45 min. to further 

discuss and connect. 

• Discussion Group for Summit Goal 1 

• Discussion Group for Summit Goal 2 

• Discussion Group for Summit Goal 3 

06:00 pm Informal Dinner (Carlitos Café y Cantina) 

 

Summit Day 2 (Tue, June 28) 

The goal is to edit the initial perspectives each committee member worked on to incorporate the 

perspectives of the summit participants. We also want to initiate the last goal of the white paper (which 

requires a more overarching conversation) 

06:00 am Social Activity (Hike in the Riviera and Franceschi Park) 

09:00 am - 10:00 am 

Garden Room 

Board Room 

Coach Room 

Discussion Groups - Adding to the committee and panelist’s perspectives 

• Discussion Group for Summit Goal 1 - Katina Michael (virtual), Michael 

Goodchild, Toby Shulruff, Mia Bennett, Bo Zhao, moderated by Trisalyn 

Nelson, note-taking by Markus Kattenbeck. 

• Discussion Group for Summit Goal 2 - Jeremy Crampton, Krzysztof Janowicz 

(virtual), Victoria Fast, May Yuan, Joseph Kerski, Clancy Wilmott, moderated 

by Peter Kedron, note-taking by Zilong Liu 

• Discussion Group for Summit Goal 3 - William A. Herbert, Rich Appelbaum, 

Gary Langham, Luis F. Alvarez Leon (virtual), Renée E. Sieber, John A. 

Wertman, Jeffrey Hirsch, moderated by Daniel Cole, note-taking by Kitty 

Currier 

10:00 am - 10:30 am Break 

10:30 am - 12:00 pm 

Garden Room 

Discussion Groups - Further consolidating added perspectives 
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Board Room 

Coach Room  

• Discussion Group for Summit Goal 1 - Michael Goodchild, Toby Shulruff, Mia 

Bennett, Bo Zhao, moderated by Trisalyn Nelson, note-taking by Markus 

Kattenbeck 

• Discussion Group for Summit Goal 2 - Jeremy Crampton, Krzysztof Janowicz 

(virtual), Victoria Fast, May Yuan, Joseph Kerski, Clancy Wilmott, moderated 

by Peter Kedron, note-taking by Zilong Liu 

• Discussion Group for Summit Goal 3 - William A. Herbert, Rich Appelbaum, 

Gary Langham, Luis F. Alvarez Leon (virtual), Renée E. Sieber, John A. 

Wertman, Jeffrey Hirsch, moderated by Daniel Cole, note-taking by Kitty 

Currier 

12:00 pm - 01:15 pm Lunch (Louie’s) 

01:15 pm - 02:30 pm 

Garden Room 

Report back from groups with invitation to audience for additional suggestions 

• Report back about Summit Goal 1 progress by Trisalyn Nelson 

• Report back about Summit Goal 2 progress by Jeremy Crampton 

• Report back about Summit Goal 3 progress by Richard Appelbaum 

02:30 pm - 03:30 pm 

Garden Room 

Board Room 

Lincoln Room 

Discussion Groups - Finalizing first draft of perspectives 

• Discussion Group for Summit Goal 1 - Katina Michael (virtual), Mei-Po Kwan 

(virtual), Michael Goodchild, Luis F. Alvarez Leon (virtual), Toby Shulruff, Mia 

Bennett, Bo Zhao, moderated by Trisalyn Nelson, note-taking by Markus 

Kattenbeck 

• Discussion Group for Summit Goal 2 - Jeremy Crampton, Krzysztof Janowicz 

(virtual), Victoria Fast, May Yuan, Joseph Kerski, Clancy Wilmott, moderated 

by Peter Kedron, note-taking by Zilong Liu 

• Discussion Group for Summit Goal 3 - William A. Herbert, Rich Appelbaum, 

Gary Langham, Renée E. Sieber, John A. Wertman, Jeffrey Hirsch, moderated 

by Daniel Cole, note-taking by Kitty Currier 

03:30 pm - 04:00 pm Break 

04:00 pm - 05:30 pm 

Garden Room 

Panel on “Potential Pathway that Could Lead to Increased Dialogue with “Non-

Traditional and Indirect GIS Stakeholders” and Increased Collaboration between 

Academic, Public, and Private Sectors” (Summit Goal 4) 

• 25 min. Panel co-chairs Gary Langham and Michael Goodchild share 

perspective 

• 5 min. sample of podcast conversation between Dawn Wright, Trisalyn 

Nelson and Michael Goodchild (“Ethics, Empathy and Equity in GIScience”). 

• 5 min. Trysalyn Nelson shares commentary 

• 5 min. Toby Shulruff shares commentary 

• 5 min. John Wertman shares commentary 

• 25 min. Panel co-chairs moderate panel discussion  

• 20 min. Panel co-chairs moderate discussion with the broader audience 
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05:30 pm Adjourn (Dinner on our own, list of restaurants provided) 

 

Summit Day 3 (Wed, June 29) 

The goal is to start with a general update about the 4-section draft and where the thinking is and to see if we 

can add a few more gaps or perspectives to each section, and then use the late morning and afternoon for 

more writing. 

08:30 am - 10:00 am 

Garden Room 

Progress Assessment by Organizing Committee 

• 10 min. clarify expectation/goal for the last day by Michael Goodchild 

• 15 min. progress assessment by Katina Michael and Mei-Po Kwan 

• 15 min. progress assessment by Jeremy Crampton and Krzysztof Janowicz 

• 15 min. progress assessment by William Herbert and Richard Appelbaum 

• 35 min. Input from audience 

10:00 am - 10:30 am Break 

10:30 am - 12:00 pm 

Garden Room 

Board Room 

Coach Room 

Hunt Room 

Discussion/Writing Groups - Finalizing first draft of perspectives 

• Discussion Group for Summit Goal 1 - Mia Bennett, Markus Kattenbeck, 

Michael Goodchild 

• Discussion Group for Summit Goal 2 - Jeremy Crampton, Victoria Fast, May 

Yuan, Joseph Kerski, Clancy Wilmott, Zilong Liu, Peter Kedron 

• Discussion Group for Summit Goal 3 - William A. Herbert, Rich Appelbaum, 

Renée E. Sieber, John A. Wertman, Jeffrey Hirsch, Daniel Cole, Luis F. Alvarez 

Leon (virtual), Kitty Currier 

• Discussion Group for Summit Goal 4 - Toby Shulruff, Bo Zhao, Trisalyn 

Nelson, Rui Zhu, moderated by Gary Langham  

12:00 pm - 01:30 pm Lunch (Louie’s) 

01:30 pm - 03:00 pm 

Garden Room 

Board Room 

Coach Room 

Hunt Room 

• Writing Groups (continued) 

• Discussion Group for Summit Goal 1 - Mia Bennett, Markus Kattenbeck, 

Michael Goodchild 

• Discussion Group for Summit Goal 2 - Jeremy Crampton, Victoria Fast, May 

Yuan, Joseph Kerski, Zilong Liu, Peter Kedron 

• Discussion Group for Summit Goal 3 - William A. Herbert, Rich Appelbaum, 

Renée E. Sieber, John A. Wertman, Jeffrey Hirsch, Daniel Cole, Luis F. Alvarez 

Leon (virtual), Kitty Currier 

• Discussion Group for Summit Goal 4 - Clancy Wilmott, Toby Shulruff, Bo 

Zhao, Trisalyn Nelson, Rui Zhu, moderated by Gary Langham 

03:00 pm - 03:30 pm Break 

03:30 pm - 04:00 pm  Writing Groups (final touches) 
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04:00 pm - 05:00 pm 

Garden Room 

“Wrap Up” by Gary Langham and Michael Goodchild 

Gary Langham and Michael Goodchild will lead this session to acknowledge the 

contributions from the experts, go over the next steps and future ahead beyond the 

Summit, and share other possible outcomes other than the white paper. 

05:00 pm - 6:00 pm Wine and Cheese (Upham) 

06:00 pm Celebration Dinner (Opal) 
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